
1 

 

Risk of an epidemic impact when adopting the Internet of Things: the 

role of sector-based resistance 

 
 

Introduction 

The Internet of Things (IoT) is rapidly becoming a dynamic and global internet-based architecture. 

It is based on standard communication protocols and has a self-configuring capability, with physical 

and virtual things having identities and being integrated within the information network 

(Sundmaeker et al., 2010). The IoT is a vision of the future of internet that combines 

Communication Internet, Energy Internet and Logistics Internet (Rifkin, 2014); it is seen as a third 

revolution, and is derived from the information technology (Porter, 2014) that was instrumental in 

enabling the safe and reliable exchange of goods, services and data. 

The term “Internet of Things” was coined in 1999 by researchers at the MIT Auto-ID Lab in 

Boston. Initially, the concept was used to describe a network of objects connected to the internet 

through radio-frequency identification (RFID) technology. Today, according to some scholars 

(Kellmereit and Obodovski, 2013), there is a disconnection between high-tech community and 

industry in the Machine-to-Machine area. The approach to IoT architecture is, however, much more 

organic than that of traditional networking. 

Several countries have recognised the importance of the IoT for their future economic growth and 

sustainability (Sundmaeker et al., 2010). The European Commission was the first supranational 

body to introduce public consultations and discussions concerning business opportunities, new 

services, the management of incidents, and on how to monitor human activities and address energy 

efficiency issues. From EU-funded studies, it has been shown that governments, industry and 

business have little or no awareness of the IoT or what it offers (Hochleitner et al., 2012). In reality, 

this research starts by recognising the discrepancy between the vision of the IoT and the reality in 

terms of current technology and available policy instruments. In general terms, the technical issues 

are now being discussed in detail, while the economic and legal obstacles are still not fully 

understood by many authors. 

Many scholars (Chandrakanth et al., 2014; Gubbi et al., 2013; Pye, 2014; Weber, 2009) have 

investigated the technical aspects and general legal obstacles to the IoT, but there are no studies that 

concentrate on sectorial resistance, and how it can affect the success of IoT-based innovation. 

The aim of this paper is to identify the main sectorial obstacles that the IoT is facing in terms of 

timing and penetration in its pursuit of a new information society and knowledge economy. 
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By using a case study centred on the professional football industry, the objective of this study is to 

demonstrate that society as a whole decides to adopt a new technology according to the relative 

institutional structure (Mokyr, 2002). In this view, innovations must address the institutional 

obstacles that stem from economic and cultural resistance. In particular, when technological 

changes are discontinuous and affect different business areas, the uncertainty surrounding costs and 

benefits and the associated path dependence are all key factors in determining how new knowledge 

is developed (Salvato et al., 2010; Schimmenti et al., 2014). 

Many business sectors are resistant to new technologies and, in particular, to the IoT. Professional 

football is a prime example of how institutions prevent the use of this technology. Federation bodies 

have actually forbidden the use of any new technology during competitive matches (Law 4, Laws 

on the Game, FIFA, 2014). The purpose of our case study is to identify the main types of resistance 

to the introduction of the IoT in professional sport, where opposition can be individual, company-

specific and/or sector-specific. In this context, we have tried to show that institutional structures and 

laws can act as tools to overcome the obstacles to the introduction of this new technology and 

architecture, if awareness and education programmes are also provided to explain the potential and 

benefits of the IoT. 

The research utilises a deductive-inductive approach, with a qualitative method and a case study 

analysis (Hair et al., 2013; Yin, 2013). This is an exploratory research on the difficulties arising 

when introducing an innovation (IoT) to a specific sector (football industry). 

Secondary data was used in the study. In light of the arguments presented in this section, the 

research questions are: 

 

RQ1 - Which are the causes that limit the implementation of IoT and the exploitation of big data by 

football institutions? 

RQ2 - Can sector-based resistance have an impact on the general success of innovation? 

 

The article has the following structure. After the introduction, the second section contains a 

literature review on the IoT from the legal perspective. The methodology is described in the third 

section. Section four includes an analysis of the case study, examining the adoption of the IoT by 

professional football. In section five, the research findings are extended to a more general level. The 

sixth section provides our primary conclusions. 

 

Internet of Things from the legal perspective  
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A number of research studies, sponsored by supranational bodies, have investigated the various 

application settings, the main legal risks and the architecture of the Internet of Things. The 

European Commission, in a 2009 communication (2009/387/EC), outlined an action plan for 

Europe on the IoT, stating that RFID technology and IoT factors promote growth and employment, 

quality of life and efficiency of businesses. The reports drafted by governmental entities and 

regulatory bodies tend to focus on the actual implementation and the expected economic benefits of 

the IoT (Weber, 2009). They also seek to address all the consequences issuing from the emergence 

of the IoT. From existing studies and reports, it can be seen that there are a number of legal issues 

concerning the IoT, where a more coherent legal system must be created to address the specific 

challenges set by the IoT (Weber and Weber, 2010). In general, the main challenges concern data 

protection and accountability, and these two aspects are essential in order to establish a legal 

framework for trust in the IoT (Hochleitner et al., 2012). 

The IoT, as a global internet-based information architecture, helps the process of exchanging goods 

and services, while highlighting the need for new internet governance. 

The framework of the literature review concerning legal issues is shown in the following Figure 1. 
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Figure 1 – Literature review framework 
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protection; security and safety; governance), which are also set out in the European Commission’s 

public consultation for the period from April to July 2012 (European Commission Report, 2013).  

Privacy and data protection 

With reference to privacy and data protection in cyberspace (Reidenberg, 2000), the current data 

protection framework is considered to be adequate by industry, while, according to consumers, 

there should be a greater focus on privacy and data protection matters within the context of the IoT. 

First generation laws on the protection of individual privacy were based on Article 8 of the 

European Convention for the Protection of Human Rights. This first generation legislation, 

defended by Warren and Brandeis (1890), basically grants consumers the “right to be left alone”. In 

recent years, technological progress has led to second generation laws on the protection of 

individual privacy (Convention no. 108 of the Council of Europe8, Directive 95/469 or Article 8 of 

the European Charter of Human Rights), with its resulting need for transparency, which is necessary 

to restore the balance and guarantee the informed right of self-determination for all. However, IoT 

technology creates a new type of data or possibly a new generation of data. Many authors (Atzori et 

al., 2010), indeed, argue that the law must be adapted to new technological developments because, 

at present, data protection law seems powerless to regulate the IoT. 

Security and safety 

A second form of resistance concerns the security and safety of the IoT (Mayer, 2009). According 

to both groups, industry and consumers, it is necessary to create guidelines and standards to ensure 

data confidentiality, integrity and availability. Industry believes that it is important not to over-

regulate the technical environment, which can create unnecessary boundaries that can limit free 

trade or the emergence of better IoT architecture (Weber, 2013). Consumers, instead, demand 

protection against data being used by external subjects for other purposes than those intended, 

considering this as a more important issue than economic freedom (Buttarelli, 2010). Several 

authors (Dutton, 2014) are in agreement that collecting data and making it available can cause 

problems of trust and privacy, because individuals become wary of data surveillance and the 

secondary use of information. 

Governance 

The third legal form of resistance to the introduction of RFID technology in different business 

sectors is the issue of IoT governance (Weber, 2013). 

This matter can be analysed from two perspectives, infrastructure governance and general 

regulation. 
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The IoT is a system involving a great number of interconnected technological devices, and it must 

satisfy four main conditions in order for trust in its infrastructure to be established (Weber and 

Weber, 2010): 

 

˗ interoperability, in terms of connectivity between computers and networks, between people 

and things and among things; 

˗ right of access, in order to guarantee a fair and non-discriminatory use by all interested 

stakeholders and businesses and to avoid any increase to the digital divide (Norris, 2001) in 

the IoT environment; 

˗ robustness of the infrastructure, meant as the capability of dealing with change or loss of 

functionality, and especially important for businesses; 

˗ reliability of the system, referred to the users’ acquired confidence in the infrastructure and 

its performance. 

 

With reference to general legislation, the European Commission consultation (2013) shows that 

industrial organisations maintain that there is no need for specific IoT governance, since the 

existing rules and schemes set in place for the internet can be used. Industrial organisations are, 

however, also concerned that general regulations may damage their interests. Consumers have a 

different view of the need for general regulations to manage the IoT. Civil society and consumer 

organisations support the creation of a new body to establish a basic general framework for IoT 

applications and services.  

It is, nevertheless, widely asserted by both groups (Weber, 2013) that there is the need for a multi-

stakeholder approach to regulating important issues, such as privacy, interoperability and ethical 

standards. The concept of multi-stakeholder governance has emerged as a new approach to debating 

matters concerning the structure, root system and institutional issues of the IoT. The purpose of 

these debates is to promote an open mechanism of cooperation between market stakeholders and 

consumers, through which the principles of IoT governance can be defined (Malcolm, 2008). Weber 

(2013) identifies two possible approaches to multi-stakeholder regulation. In a top-down/centralised 

approach, single body coordinates all the actors; in a bottom-up approach, the exchanges between 

different stakeholders take place horizontally. 

According to Weber (2009), the second principle of IoT governance is the legitimacy and inclusion 

of stakeholders. The different stakeholders must be represented suitably if the interests of all are to 

be protected and fair procedures put in place. 
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Transparency is generally considered as a key governance issue, because it underpins the 

operational mechanisms and procedures of markets and organisations. The concept of transparency 

includes ethics, procedural elaboration of rules and decision-making processes.  

Accountability within the IoT governance is the final fundamental aspect. As a result, harmonised 

standards must be improved to ensure that governing bodies are accountable for their operations and 

able to impose sanctions for non-compliance to accountability criteria. Standards can help in 

implementing structures and guidelines regulating governance principles.  

Dutton (2014) argues that architectural principles must be developed and elaborated in an 

international multi-stakeholder legal framework. Since the IoT is international and not restricted 

geographically, many authors (Hildner, 2006) wonder how this new vision of a future internet can 

be regulated and which institutions have the authority and capability to lay down rules. 

In order to determine the regulation model to be applied, Weber and Weber (2010) proposed four 

approaches that can be used to regulate the IoT. These are no-regulation, traditional government 

regulation, international agreements and self-regulation. 

According to no-regulation, an economic environment defined by free trade is paramount. The new 

technology is so important that rules are not deemed to be appropriate. According to traditional 

government regulation, such as a State law, citizens are forced to comply with fixed rules through a 

geographically-limited legitimacy. Through the international agreement approach, it is possible to 

establish a completely new supranational organisation or create a new committee for the World 

Trade Organisation or the Organisation for Economic Co-operation Development. This is unlikely 

to be achieved in the near future. Finally, self-regulation is currently considered by many authors 

(Li and Ma, 2013) to be the key approach for bringing the IoT to every business sector. Self-

regulation follows the principle of subsidiarity, with rules being developed that are independent of 

the principle of territoriality. It is a soft law, since the State legislator can set the general pillars of 

the legal framework with a co-regulation approach related to that of the private sector. Self-

regulation can also be defined as a model of social control enforced through reputational sanctions. 

Many authors (Chandrakanth et al., 2014; Bandyopadhyay and Sen, 2011; Gubbi et al., 2013; Pye, 

2014) focus their studies on the technical development of IoT architecture, despite being aware of 

several institutional issues that hinder the depth and speed of penetration of the IoT within the 

business environment. 

Chandrakanth et al. (2014) describe the applications and challenges faced by the IoT, examining the 

technical aspects relating to the adoption of Internet Protocol Version 6 (IPv6), investments in data 

storage and the management of security. Bandyopadhyay and Sen (2011) have studied the state-of-

the-art of the IoT, illustrating key technological drivers and potential applications for the IoT, while 
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discussing the different perspectives in academic and industry communities. In the paper by Gubbi 

et al. (2013), the authors present a cloud-centric vision for the worldwide implementation of the IoT 

and present the key enabling technologies and application domains that can drive IoT research in 

the near future. Pye (2014) debates the potential of the IoT in terms of future revenues for 

industries, especially those involved in communications and automation. 

All these studies, however, have led to a gap in the literature, whereby there is the need to align the 

IoT vision, the available technical instruments and the institutions involved. 

For this reason, it is possible to assert that there is a lack of research that specifically covers the 

institutional obstacles that prevent the IoT from being widely applied, caused by economic and 

cultural uncertainties. In the light of this proposition, our analysis investigates how sector-based 

resistance can influence the way in which an innovation is received and the extent to which it is 

trusted. In the paper, we have also tried to find and suggest how to overcome sector-based 

resistance to the IoT, by analysing the professional football industry, which provides the context of 

our research.  

 

Methodology 

The research is based on a qualitative method (Myers, 2013), using a deductive-inductive approach 

with a case study analysis (Eisenhardt, 1989; Hair et al., 2013; Yin, 2013). This paper is an 

exploratory research to examine the difficulties of introducing innovation to the sports sector and, 

therefore, to investigate the effect of sector-based resistance on the general acceptance of the IoT. 

The study is based on the economic theory proposed by Mokyr (2002). This states that, in economic 

history, innovation in the knowledge economy is subject to resistance to transformation. According 

to the theory of self-regulated systems (Mokyr, 1990), organisations are inherently stable, and 

therefore, technological progress is a deviation from the norm. 

In order to answer the research questions and fill the literature gap, the research framework (Figure 

2) starts by reviewing the literature on IoT studies concerned with the legal issues relating to its 

introduction, and by identifying general obstacles. The focus of the analysis then moves to sector-

based obstacles by investigating how the IoT is implemented within the football industry. The aim 

of the study is to understand how institutional-type boundaries are caused by resistance at player, 

club and football industry level.  
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Figure 2 – Research framework 
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Table 1 – List of football experts on big data in the football industry 

 

 

This research, therefore, contributes to existing literature, offering to both the scientific community 

and industry a holistic concept of how the IoT tackles sector-based obstacles with a widespread 

impact that can affect the success of innovation. 

 

Professional football sector-based resistance to the introduction of the IoT  

According to a recent study on sports teams, leagues and federations, the global sports industry is 

valued at between 350 billion and 450 billion Euros (Kearney, 2011). This study contends that the 

Gianluca Vialli Former footballer - Juventus F.C., U.C Sampdoria and Chelsea F.C. / Former coach - Chelsea F.C.

Gianfranco Zola Former footballer - S.S.C. Napoli,Parma F.C. and Chelsea F.C. / Former coach - Cagliari and Watford F.C.

Luigi Di Biagio Former footballer - Roma and International Milan F.C. / Coach - Italian Under 21

Simon Kuper Journalist - Financial Times

Alessandro Costacurta Former footballer A.C. Milan

Mario Gomez Footballer - A.C.F. Fiorentina

Mateo Kovacic Footballer - International Milan F.C.

Mario Sconcerti Journalist - Corriere della Sera

Mauro Icardi Footballer - International Milan F.C.

Zvonimir Boban Former footballer A.C. Milan 

Lilian Thuram Former footballer - Juventus F.C. and Parma F.C.

Alberto Piccinini Journalist - Il Manifesto

Stefano Pioli Coach - S.S. Lazio

Matteo Marani Journalist - Guerin Sportivo

Ciro Ferrara Former footballer Juventus F.C.

John Coulson Manager - OPTA (Pr-essional football services)

Fabio Luna Manager - OPTA (Editorial services - South Europe)

Stefano Okaka Footballer - U.C. Sampdoria 

Simone Zaza Footballer - Juventus F.C.

Antonio Gagliardi Match analyst -  Italian national team

Antonio Conte Coach - Italian National team

John Foot Professor at the University of Bristol

Giuseppe De Bellis Director - Rivista Undici

Josep Guardiola Coach - F.C. Bayern Monaco

Manuel Neuer Footballer - F.C. Bayern Monaco

Christopher Kramer Footballer - Bayer 04 Leverkusen

Maurizio Sarri Coach - S.S.C. Napoli

Experts interviewed on Big data  
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global sports industry is growing much faster than GDP rates around the world. Football remains 

the main sector in sport for global revenues, with annual income of 20 billion Euros. In Europe, 

football is a business worth 16 billion Euros involving five big leagues: the English Premier 

League, German Bundesliga, Italian Serie A, Spanish Liga and French Ligue 1. 

Nowadays, a large number of sports are pervaded by the rapid changes in technology and media, the 

forces of internationalisation and globalisation, the widespread liberal thinking concerning 

economic and business matters and the regulatory influence of bodies such as the European Union 

(Sšderman and Dolles, 2013). Some authors (Beech and Chadwick, 2004) argue that football, from 

a simple sports competition, has become a sports contest connected to a complex set of economic, 

social and political structures with a huge cultural and financial impact. 

Professional football clubs are run under different ownership models, although, since the mid-

1990s, many follow the stock market model, in order to appeal to global investors. Global industrial 

groups operating in important sectors all over the world (i.e. airlines, automotive and oil) invest 

massively in these clubs, attracted by high media exposure and the stream of revenue generated by 

the new broadcasting systems (Gerrard, 2000). In reality, in terms of the economic impact of 

football, its greatest general effect is that hundreds of millions of fans around the globe follow the 

sports on a daily basis, on radio, television, social media, or through printed publications, online or 

in person, as spectators or participants. 

On top of this, digital technologies designed for the sports industry and sports events are now 

expanding their reach into emerging markets. Developers are exploring and exploiting the vast 

potential of Information and Communication Technologies for creating value in the field of sports 

events. Innovative companies are working on business areas to exploit the IoT and big data in the 

football industry. Examples of this include the German and Italian Football Associations, which 

have signed agreements with two companies, SAP AG (go.sap.com) and Beast Technologies 

(www.polihub.it/wp-content/uploads/2014/03/2014_02_26_DATAMANAGER_BEAST.pdf) 

respectively, to provide RFID technologies that can be used to improve the players’ performance 

and help coaches make well-informed decisions on the basis of contextualised information and 

optimise training and tactics. The purpose of innovative companies in developing IoT tools for the 

football industry is to gain popularity and reach mass consumers, as well as increasing their market 

share within different business sectors. 

Emerging technologies are actually allowed during training sessions. They are not during matches, 

where “a player may use equipment other than the basic equipment provided that its sole purpose is 

to protect him physically and it poses no danger to him or any other player. The use of electronic 

communication systems between players and/or technical staff is not permitted” (Players’ 
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equipment, Law 4, FIFA, 2014). This statement provides a good explanation of why the football 

industry is not open to new technologies, such as the IoT. As asserted by Anderson and Sally 

(2013), “the beautiful game is steeped in tradition”. International football bodies have clearly set 

strong restrictions to the use of the IoT during sports events. It is possible to argue that this 

prohibition is an expression both of cultural and economic resistance and of the scepticism that has 

washed over the regulations, delaying any innovation from being implemented. Such resistance 

towards the application of the IoT can be analysed according to the perspective of the player, club 

and industry. 

 

Player level resistance 

A number of interviews with professional football players and managers were analysed to 

understand the reasons behind the lack of trust in the use of RFID technology to collect 

performance and training data. The study of athletic-physical data is at the cutting edge of science 

applied to football. Professional football players can be monitored on a daily basis through the 

technological tools produced by innovative companies using IoT architecture as their operating 

field. 

During an interview, a popular former Juventus defender, Lilian Thuram, expressed the common 

fear of footballers that there is “no longer the right to fail” (Sky sport interview, April 25, 2015). 

Clubs that use the IoT and big data are able to control every aspect of a player’s condition and 

performance, hindering them from trying out any format or action not previously agreed with 

coaches during training sessions. In addition, other professional players have stated that data 

analysis and statistics can be used off the field, especially by journalists, but “footballers play by 

instinct” (Mauro Icardi, Sky Sport interview, April 25, 2015). In short, resistance in this perspective 

comes from uncertainty about the reliability of the data gathered (Razali and Vrontis, 2010) and the 

managers’ ability to interpret the information, so that players do not become merely numbers. 

Club-specific resistance 

When considering whether to introduce an innovation to their business model, football clubs usually 

carry out an assessment of the costs and revenues associated to the change (Del Giudice et al., 

2013; Lombardi et al., 2014; Maggioni and Del Giudice, 2011). In reality, clubs are not happy 

about investing in RFID technology because they are concerned that the data gathered will not be 

put to any useful purpose, be it because of the football institutions’ lack of commitment or through 

technical inefficiency. For a club, investing in IoT technology generally involves employing 

analysts and specialists to collect and interpret the data, so these company resources are 
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counterbalanced by an increase in labour costs. Furthermore, clubs have no guarantee under law 

that the data collected are their own property (Sandy, 2014). It is possible to foresee a situation in 

which the subjects analysed want ownership of their data, forcing clubs to pay twice, first to 

implement the IoT technology and then to have access to the data. 

Generally, football club boards look favourably at using the IoT and collecting big data. It is, 

instead, the managers who are less enthusiastic, because they are afraid of being replaced by 

technology (Sky Sport interview, April 25, 2015). In some cases, managers will agree to use data 

only to prove their beliefs scientifically. 

Football industry resistance 

Football institutions are interested in the appeal of competitive matches for sports viewers and 

supporters. According to the Csikszentmihalyi flow model (1990), the optimal experience is felt by 

those who are completely absorbed, in a state of automatic consciousness, “in the zone”. Optimal 

experience is driven by the degree of challenge and of skill. Football bodies will try to delay any 

introduction of the IoT to competitive matches, as this may reduce the competitive imbalance on 

which optimal experiences are based. Football institutions believe that the IoT can adversely 

influence the relational component and the uncertainty component linked the supporters’ 

experience. Generally, the greater the value of these two components, the greater the involvement 

of supporters and, as a consequence, the more it affects football federations’ revenues and the 

relative decision-making processes. In addition, federations and clubs incur costs to introduce new 

technologies, and institutional bodies are generally very concerned about increasing the gap 

between large and small clubs and between major and minor leagues, seeing it as having a negative 

effect on both uncertainty and relational components. 

Opponents of the technology present a range of issues that can alter the appeal of competition, 

arguing that these technologies take away the soul of game (Jerker and Svantesson, 2014). This is 

the reason why use of the IoT and big data are authorised during training sessions, but not during 

actual sports events. 

 

Discussion 

In this section, we discuss how IoT resistance in the professional football industry can influence 

different sectors. In order to demonstrate the risk of extensive opposition, the analysis was carried 

out on three levels. 

Personal level of resistance to the IoT 
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High media coverage of football players, in general, results in greater relational capital value, since 

the players are seen to be role models, especially for young people. If the footballers are wary about 

the reliability of RFID technology and worried about being continuously examined without the 

possibility of failure, this perception can rub off on society in general. The main consequence 

concerns the lack of trust in terms of privacy, because individuals may become suspicious of data 

surveillance and the secondary use of gathered information. 

Company level of resistance to the IoT 

Many industrial groups across the world invest in the football industry. Scepticism towards the IoT 

can, therefore, increase, since companies have no guarantee that it will make economic sense to 

invest in technology that can be ineffective or blocked by sector-based regulations. This uncertainty 

affects the process of analysing the potential costs and benefits that every company, including 

football clubs and indeed other companies in different industries, normally carries out before 

investing in new technology. The additional issue of legal ownership concerning gathered data is 

also relevant, and affects the company’s ability to assess the costs linked to the use of RFID 

technology. A number of issues have to be settled in order to build these companies’ trust, so that 

they will invest in the IoT vision, including future licensing agreements, the costs involved and to 

what level can the technologies be used. 

Sectorial institutions’ resistance to the IoT 

In the football industry, the uncertainty relating to IoT governance is reflected in the reticence of 

introducing the IoT in certain activities. Self-regulation or sector-based rules may be relatively 

ineffective in regulating the IoT, but, today, they are the best tool available since it is impossible to 

identify international organisations that are sufficiently representative and so able to make decisions 

that affect all the parties involved. 
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Figure 3 – Risk of the epidemic impact of sector-based resistance to the Internet of Things 

 

 

In light of the findings of this study (Figure 3), it is possible to assert that a combination of 

scepticism and lack of trust in the IoT vision, caused by cultural and economic resistance to 

innovation in the football industry, results in obstacles being erected by sectorial institutions. In 

turn, sector-based resistance can lead to an increase in generic obstacles hindering the acceptance of 

the IoT vision within every business sector, for companies, and in every-day life, for consumers. 

Through a chain-reaction, the general resistance emboldens the sectorial institutions, leading them 

to delay the adoption of IoT instruments, using the argument that cultural and economic issues must 

first be resolved. 

The results of this exploratory research are a primary contribution to the field; in particular, the 

existence of the risk of an extensive opposition effect should be validated by other studies using 

statistical analyses on significant samples. 
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paper involved investigating the reasons behind the general resistance to acknowledging the IoT 

vision. Through a case analysis of the football industry, the research has shown that, in every 

business sector, there are powerful economic forces at play that resist the change, because they are 

more interested in maintaining the status quo, according to a vision of path dependence. 

The findings of this study indicate that institutional prohibition or delays in introducing an 

innovation are the result of economic and cultural resistance at a sector-based level. In particular, 

sector-based resistance in the football industry, with its high media exposure and revenue streams 

typical of this business, can engender a general scepticism towards IoT related technologies. The set 

of obstacles at player, club and industry level have led international football associations to define 

an anti-technology law. If the regulations are to be changed, economic agents must alter their stance 

and ditch their scepticism.  

In order to exploit the enormous potential of the IoT, the vision, related technologies and policy 

instruments must all be aligned. With particular reference to the football industry, the diffusion of 

studies demonstrating that the IoT vision can improve the game and the attractiveness of 

competitive matches is a first step in increasing trust and reducing cultural and economic distrust. 

Once the potential and benefits of the IoT are understood, institutional bodies and laws can act 

together to overcome the obstacles hindering the introduction of the new technological architecture.  

Regulation concerning football match procedures and guidelines must be put in place in order to 

avoid the risk of such widespread opposition, which can, in turn, affect different business sectors. In 

addition, this study makes several suggestions that can help the process of introducing the IoT to the 

football industry. To address resistance at sector level, spectators and teams must be informed that 

RFID devices are being used; to address resistance at club level, devices can be used only if both 

teams are using them and the less wealthy teams are given financial incentives to develop the 

technology, so that the competitive balance in matches is retained; to address the players’ 

resistance, the data obtained through the IoT must be covered by confidentiality.  

These suggestions originate from the assumption that actions are needed at sectorial level in order 

to avoid the risk of an extensive opposition effect. Supranational regulations regarding the 

introduction and governance of the IoT are most certainly important, but self-regulation of the 

sector should not be underestimated, because of the risk that the IoT may face widespread 

scepticism. 

Future research can be carried out to extend the findings of the present study. This can involve 

analysing empirically the impact of major opposition, which is worrying for the professional 

football industry, and identifying which business sectors are most affected. In order to expand these 

initial proposals, it will be beneficial to carry out additional studies to produce further correlations 
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between the interconnected concepts and issues (Shams, 2013) connected to scepticism towards the 

IoT, sector-specific resistance, general resistance associated with the risk of widespread impact in 

terms of the adoption of the IoT. It would also be useful to analyse different markets and industries 

comparatively, in order to look at this initial framework from different socio-economic settings and 

considering different competitive forces. Furthermore, future research can be directed towards 

analysing the perceived risk level of the epidemic impact of surrounding the adoption of the IoT. If 

the assumptions concerning this epidemic risk are confirmed in future research, the practical 

implications contained in this paper will have to be taken into greater consideration. 

As a result, studies on the perceived extent of the ‘risk impact’ will ensure that this initial insight 

will be extended to identify further emerging issues and to underpin the IoT governance. 
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