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Abstract  

An electric drive is an electromechanical conversion device, consisting of an electrical machine, a power electronic in-

verter, which interfaces between the machine and the electrical supply, a set of sensors and a digital electronic controller.  

Drives of this sort are manufactured in high volumes at power levels ranging from less than 1W to many MW.  Reliability 

of the complete system depends upon the local environment, levels of thermal cycling and predictive maintenance sched-

ules.  Overall the drive system has a typical reliability of the order of 10-5 failures per hour, making it much more reliable 

than, say, an internal combustion engine. 

As part of the “electrical revolution” electric drives are increasingly being developed for safety critical applications, where 

their reliability is several orders of magnitude below the application requirements.  This is particularly the case in electri-

cal propulsion and actuation systems in aircraft, leading to intensive research into fault tolerant electric drives.  This paper 

will illustrate some of the most common failure mechanisms and the consequences of such failures. It will then progress 

to examine architectures which are fault tolerant through partitioning of the drive into several independent lanes and 

examine the penalties of adopting such an approach. The paper will discuss pros and cons of different fault tolerant 

architectures and suggests future research and development steps that are required to increase the overall safety of electric 

drives. 

 

1 Introduction  
The electrical revolution will see the full electrification of 

transport propulsion and auxiliary systems.  This transfor-

mation is now well established in the automotive sector; 

with the hybridisation of passenger vehicles developing to 

plug-in hybrids and then full electric vehicles with a range 

exceeding 400 km.  Much needs to be done to fully realise 

the goal, but the trajectory is clear and achievable within 

the regulatory deadlines; automotive traction will be fully 

electrified by 2050. 

Electrification in the aerospace sector has been developing 

for over two decades with initial focus on auxiliary systems 

and is heading towards more flight critical systems.  

Recently, the concept of hybridisation and fully electric 

propulsion have gained attention and significant invest-

ment [1].  Fully electrified flight already exists in demon-

strator aircraft, and the target of a fully electrified –seat re-

gional aircraft has been set for 2021 [2].  At this stage it 

seems that long haul aircraft will adopt a more hybrid 

route, and a series of architectures are emerging.  

In the automotive and, even more particularly, in the aero-

space sector reliability is paramount, followed by power 

density and system volume.  Standard electrical drives do 

not offer the reliability, measured in failures per hour, re-

quired for flight critical systems.  Likewise, high reliability 

in the automotive sector is necessary to gain and accelerate 

the publics’ acceptance of electric vehicles. Poor reliability 

can kill an automotive brand. 

Electric drives have a set of common failure modes, the 

occurrence of which can be reduced through the use of re-

dundancy.  However, careful design is needed to ensure 

that redundancy does not result in excessive volume and 

mass, or indeed an excessive component count which can 

result in an increase in failure rate.   

By designing redundancy into a system, it becomes fault 

tolerant and capable of continued operation at a statistically 

lower failure rate per hour.  This acceptable, and regulated, 

low failure rate is not possible with standard drive archi-

tectures.   

2 Fault and response 
A mixture of faults can always contribute to system failure, 

thus, the possible faults must be solved or controlled so that 

the system is both predictable and reliable. This can be 

ameliorated by regular maintenance service. Faults are 

usually due to the malfunction of components, such as de-

fective devices and sensor failures, which can distort meas-

urements or cause missed sampling. Also, broken or poor 

connections, weak communication, hardware or software 

malfunctions are the common causes of faults [3]. Devel-

oping uncontrolled faults will endanger any safety critical 

system and the response to them can be classified into fol-

lowing groups: 

2.1 Benign failure  

A benign failure typically has very slight impact on system 

performance. A relatively benign scenario of a single-

switch short circuit has been discussed in a permanent 

magnet machine drive with a current source inverter [4]. 

Since one sector of its switch vector hexagon can be regu-

lated the system phase current and the output torque will 

become discontinuous, but, because there is no open cir-

cuit, no significant voltage overshoot can damage other 

neighbouring components. Another case of benign manner 

has been reported in a vehicle's electrically powered trac-

tion drive, where the driver can navigate the system to a 



safe position with the full use of steering, braking and other 

required equipment when a single module is damaged [5].  

2.2  Reduced output operation  

A modified H-bridge inverter-based fault-tolerant multi-

level topology has been proposed to cope with switch 

open-circuit and short-circuit fault conditions without us-

ing any external hardware [6]. The presented fault-toler-

ance strategy can guarantee a continuous operation of the 

drive at reduced power rating and decreased DC compo-

nent in the output voltage. 

2.3 Maintaining full output operation  

There is extremely high reliability required on aircraft pri-

mary flight control surfaces (e.g. elevator and rudder), 

where the system must sustain functionality under condi-

tions such as actuator failure, power supply or command 

signal loss. Thus, dual actuator systems are usually used to 

ensure full activity in case of single or even double failure. 

However, such arrangements can increase the weight and 

cost in total. By contrast, with the help of fault-tolerant 

control, some systems can retain the full output without uti-

lizing a double system. The full performance of an electri-

cal drive system can be maintained under certain defective 

sensor conditions by using an easy and fast identification 

and isolation of faults (FDI) algorithm [3]. The average 

output torque power of a reluctance machine is said to be 

maintained effectively by employing a fault-tolerant con-

trol strategy proposed in [7]. 

3 Basics of fault tolerance 
A fault tolerant system (FTS) can continue to function 

properly in the event of the failure, though possibly oper-

ating at a lower level, instead of failing completely when 

some parts of the system fail. Unlike a naively designed 

system, where complete breakdown can take place because 

of a small failure, the decline of operational performance 

in a FTS is proportional to the failure level. In some sys-

tems the ability to maintain limited functionality once parts 

of device fail to operate is called graceful degradation [8], 

which aims to prevent catastrophic failure. Unlike a repli-

cated system, which provides multiple identical operating 

systems in parallel, FTS has the following features to be 

recognized.  

3.1 Partitioning and fault isolation  

Failure must be restricted to limited components or sub-

systems. Partitioning is a significant concept for FTS. One 

of the fundamental rules for design of fault-tolerant ma-

chines is to achieve electrical, magnetic, and thermal insu-

lation between lanes. Such independent configuration of 

phase windings and drive circuits enables the fault to be 

limited to a single lane. Fault isolation is also essential to 

avoid certain types of fault spreading throughout the sys-

tem and affecting other healthy modules. A five-phase per-

manent magnet brushless motor drive has been developed 

for an aircraft application which can generate the full rated 

torque even with failure of one or two phases open [9]. 

Other work has chosen to split the system into lanes com-

prised of three phases, so that the power associated with 

each lane can be constant. 

3.2  Redundancy   

Redundancy must be included in a system where the de-

crease of performance is not acceptable. Spare modules are 

normally considered for application in the event of system 

fault, alternatively, all modules are designed with a large 

margin that can operate at over-rated power when the sys-

tem fails. However, such solutions for redundancy results 

in increased cost because more components are needed and 

the overall power capability of the system must be in-

creased.  

3.3 Fault detection and diagnosis   

Fault detection and diagnosis are essential in fault-tolerant 

control (FTC) systems which are designed to maintain con-

tinued operation of the device even after failure occurs. 

Passive FTC systems deliver the optimum performance of 

the faulted drive without identifying the type of the failure. 

By contrast, active FTC systems use sensors or observers 

to diagnose a failure condition using adaptive and predic-

tive control [10].  Numerous condition monitoring and 

fault diagnosis techniques for permanent magnet AC ma-

chines and drives have been reviewed in [11]. Different 

sources of faults and effects on PM machines have been 

identified and classified into magnetic, mechanical and 

electrical faults. Mathematical and artificial intelligence-

based tools have been listed which not only focus on pro-

cessing voltage, current and torque signals, but also extract 

inherent characteristics of data to classify faults from 

healthy conditions. The state-of-the-art review describing 

various types of induction motors faults and their diagnos-

tic schemes has been presented in [12] . It is stated that the 

use of non-invasive data acquisition technologies in auto-

mated timely planning of maintenance and forecasting 

fault dimensions of dynamic machines will have a great 

scope. Advanced condition monitoring and signal pro-

cessing techniques are crucial enablers for intelligent adap-

tive system maintenance. 

3.4 Repair and recovery   

In many cases a defective unit must be quickly replaced at 

the first opportunity following a malfunction. However, in 

other cases, different control strategies or topologies have 

been proposed to address the fault issues. To avoid use of 

dynamic redundancy that can increase extra volume, cost 

and complexity, fault tolerance and remedial strategies of 

the power converters for photovoltaic/fuel cell applications 

are presented with degraded operating modes [13]. [14] in-

troduces a new fault-tolerant converter topology to main-

tain normal operation of a three-phase induction motor 

drive under various fault conditions.  

4 Considerations in fault tolerant 

machine and drive topologies 
Design of a fault tolerant motor drive always starts with the 

selection of the most appropriate type of electrical ma-

chine. The selection of the machine affects the drive topol-

ogy, the power density and the intrinsic ability to be fault 

tolerant. 



4.1 Synchronous reluctance machines 

Synchronous reluctance machines benefit from their sim-

ple rotor structures. However, the mutual coupling between 

phases due to the overlapping windings is most likely to 

affect more than one phase, so grouping into multiple lanes 

of three phases is recommended, with additional design 

features introduced to minimise coupling between lanes.  

Using groups of isolated phases could be a solution, how-

ever, this comes with a higher cost of a much larger ma-

chine [15]. Reluctance machines have the advantage that a 

faulted lane will normally fail in a benign manner – there 

is no flux in an unexcited lane and no braking torque in the 

event of short-circuits, providing the lane can be isolated 

from the supply. This is an advantage over PM machines, 

though the short-term overload capability of reluctance 

machines is generally inferior. 

4.2 Induction machines   

Similar to synchronous reluctance machines, induction ma-

chines have very simple rotors, which commonly consist 

of rotor bars and laminations. They are relatively cheap and 

rugged with no brush gear when the squirrel-cage rotor 

form is employed. However, mutual coupling between 

phases and between the rotor and phases mean that fault 

tolerance with complete magnetic and thermal isolation is 

only possible when a series of separate IMs are used [16]. 

Recently, IMs have been used in fault tolerant applications 

[17, 18], where multiphase topologies have been adopted 

with special design minimise magnetic coupling between 

lanes and have very low fault current. In general, induction 

machines are the most difficult of all machine types to split 

into independent lanes, without severe compromises in 

performance. 

4.3 Switched reluctance machines 

Due to its robust rotor and simple stator structure, switched 

reluctance machines are natural candidates for fault toler-

ant applications [19]. The phases are well decoupled elec-

trically and mechanically because of the single tooth 

wound coil topologies. However, there is still thermal mag-

netic coupling, which can be overcome by the use of a 

spacer tooth between phase windings and appropriate sta-

tor tooth polarity arrangements. In order to overcome low 

power density of switched reluctance machines, permanent 

magnet assists are employed for some fault tolerant aero-

space applications [20]. Separate independent control of 

each individual phase is generally chosen, though failure 

of any one phase will result in large elements of torque rip-

ple. 

4.4 Permanent magnet synchronous ma-

chines 

Although permanent magnet synchronous machines are 

considered to have the highest power density at lower 

power levels, there are many disadvantages compared to 

switched reluctance machines: the employment of magnets 

can make mechanical design challenging [21] and adds to 

the materials cost. Due to its electromagnetic characteris-

tics, the excitation field will drive current in armature 

windings in an event of either an inverter fault or winding 

fault. In the worst case, a short-circuit fault appears, it can 

lead to additional damage, including excessive heating of 

the motor windings. 

In the past few decades, a lot of research on mechanical 

and thermal optimization for permanent magnet synchro-

nous machines has been undertaken to overcome these 

problems [22]. A high per unit reactance design is validated 

as an effective method, which can limit the value of the 

fault current in shorted armature turns by the remedial ap-

plication of a winding terminal short-circuit by the drive. 

A terminal short-circuit will produce drag torque, which 

must be overcome by the remaining healthy phases. A 

well-designed permanent magnet synchronous machine is 

considered to be the most power dense and most efficient 

machine topology, a definite attraction for most transport 

applications.  

4.5 Considerations for the electric drive 

The main considerations of fault-tolerant electric drives are 

listed as below, 

a) The converter topologies and the control units 

should support lane isolation; 

b) The control units should have a fast and reliable 

fault detection and diagnosis capability; 

c) Under certain fault conditions, drive functional-

ity/availability must be maintained. 

In terms of the converter topology, a set of isolated H 

bridges, each supplying a single isolated winding [23], or a 

multiple set of three phase drives supplying multiple iso-

lated sets of three phase windings [24] have been widely 

used as they both supply excellent lane isolation. Independ-

ent control units and drive circuits are essential. Each 

power module of an isolated bridge will have an independ-

ent gate drive circuit and assisted power supply, mean-

while, each sub-machine will have an isolated control unit.  

There are three main sources of faults in a drive system, 

namely, mechanical, electrical, and sensor faults [25]. The 

fault detection and diagnosis algorithms are embedded in 

the control unit [26, 27], therefore, the drive can rapidly 

detect a power device or motor winding fault and act ac-

cordingly to maintain the functionality.  

5 Recent fault tolerant dc/dc con-

verter topologies 
In transport application the power grid architecture varies 

with the type of vessel, the required drive power, the type 

of main energy source and the number of electric loads that 

need to be powered. The simplest architecture is the con-

nection of an electric drive to a battery. More complex ar-

chitectures include a full dc-grid with many connected 

sinks and sources. Regardless of the architecture, if the in-

verter voltage does not match with the battery voltage or 

does not match with the dc-grid voltage a dc/dc converter 

becomes essential. Other reasons to install a dc/dc con-

verter is isolation. Therefore, a dc/dc converter becomes an 

integral part of an electric drive and as such must fulfil fault 

tolerant design. 



Like in most power electronics systems any switched mode 

dc/dc converter is made from semiconductor switches, ca-

pacitors, inductors and if required transformers. It is widely 

known that semiconductor switches cause most of the fail-

ures. There is no clear prediction on how a solder-based 

power semiconductor device fails. It either can go open-

circuit or short-circuit. This makes fault tolerant design 

more challenging as any fault tolerant design must cope 

with both outcomes. 

In the previous chapter it was stated that a set of isolated 

H-bridge inverters is used in fault tolerant drives. This re-

quires that each H-bridge inverter must be powered indi-

vidually. Therefore, to operate one fault tolerant drive 2 to 

3 power lanes are required each supplying one inverter. 

Consequently, each lane requires its own dc/dc converter 

that is connected between the lane supply and the lane in-

verter. Like connecting electric drives in parallel as a meas-

ure of redundancy to increase availability, dc/dc converters 

can also be connected in parallel. This configuration is ac-

tually more common with dc/dc converters than with elec-

tric drives. A common application for using parallel con-

nected dc/dc converters is data storage centres. Figure 1 

shows the principle of redundancy. 

 
Figure 1. Redundancy for dc/dc converter    

Figure 1 shows that each of the dc/dc converter can either 

fully operate or share the power flow equally (power shar-

ing) or one or several converters are not activated and come 

only into action when one or several others have failed 

(stand-by mode). In principal, redundancy is independent 

from the dc/dc converter topology and as such any known 

dc/dc converter circuit is suitable. However, redundancy is 

known to increase cost as it does increase the number of 

active and passive components, number of microproces-

sors, cooling and connectors. 

An example of a redundant dc/dc converter circuit is shown 

in Figure 2. 

 
Figure 2. Dual-Active-Bridge (DAB) as an example for a 

redundant dc/dc converter system 

In some application it is essential that power in an electric 

drive must flow in both directions to deal with motoring 

mode and regeneration mode. Therefore, the dc/dc con-

verter must show bi-directional power flow. The literature 

has presented many bi-directional converters [28] and the 

Dual-Active-Bridge (DAB) converter is one of the most re-

searched converter topologies. The reason for its popular-

ity is circuit simplicity due to its mirrored circuit structure. 

Effectively the DAB is a back-to-back full bridge inverter 

topology that is connected via a transformer. This simplic-

ity allows a compact structure. In addition, wide-bandgap 

devices can be used to reduce the transformer size dramat-

ically and therefore the DAB can be built to high power 

density. Furthermore, the DAB is able operating in reso-

nance to achieve high efficiency. Finally, control of a DAB 

is relatively simple. Due to its popularity there are many 

publications on DAB [29]. 

The transformer in the DAB allows isolation between the 

input cell and the output cell. Thus, a failure in one of the 

cells does not travel through easily, which in fault tolerant 

systems is essential. The circuit shown in Figure 2, can be 

operated in power sharing mode or as stand-by mode. A 

variation of the circuit was presented in [30], where previ-

ously the individual DAB transformers are replaced with 

one multi-tapped transformer as shown in Figure 3. In this 

approach all DABs share the power. The benefit of circuit 

[30] is that in case one cell fails (either the input or the out-

put cell) the remaining cell can still operate. However, as 

mentioned already redundancy is not a cost-effective solu-

tion. 

 

Figure 3. Dual-Active-Bridge (DAB) with multi-wind-

ings transformer 

Fault tolerant design is possible without using redundancy 

and many fault tolerant dc/dc converters have been pro-

posed [31-33]. Like in fault tolerant inverter designs, fuses 

in series with semiconductor switches to isolate short-cir-

cuit switches from the circuit and inclusion of redundant 

legs that are activated by switching them into the circuit are 

also common in fault tolerant dc/dc converter design. An 

example is shown in Figure 4 [34]. 

 
Figure 4. Example of a Full Bridge Fault Tolerant dc/dc 

converter using an additional switching leg and fuses 

The extra leg in Figure 4 is activated, once it is known that 

one of semiconductor switches has failed (short-circuit). 

The switch shown in Figure 4 can be realised with a 



TRIAC for example. To isolate the failed semiconductor 

from the circuit the in series connected fuse must be blown. 

This can be done by turning on the remaining healthy sem-

iconductor switch in that leg to produce a short-circuit cur-

rent.  However, with this approach there is the risk that the 

second fuse also blows. To avoid this risk Thyristors are 

added to the upper and lower rail who once activated will 

produce the short-circuit current so that only one fuse 

blows.  

An alternative to Figure 4 is described in [35]. Here an 

additional leg is not required as Full Bridge operation will 

change to Half-Bridge operation. This change allows that 

the faulty leg is ignored but power is still delivered. Oper-

ating at Half-Bridge mode results in reducing the output 

voltage to half. For this reason, the rectifier circuit must be 

reconfigured to stabilise the output voltage [35].   

All of the circuits shown above are using single-phase 

transformers which have the risk of a single-point failure. 

Three-phase DABs and three-phase Full-Bridge converters 

using multi-tapped transformers can overcome this prob-

lem [36], however complexity and cost increases substan-

tially. 

Other popular bi-directional dc/dc converter topologies are 

the buck, the boost, the four-switch, the inverting buck-

boost, Cuk and Sepic [28] (Figure 5).  

  
(a) (b) 

 
(c) 

 
(d) 

 
(e) 

 
(f) 

Figure 5. Bi-directional non-isolated dc/dc converter topol-

ogies: a) Buck, b) Boost, c) four-switch, d) Cuk, e) Sepic, 

f) inverting buck/boost. 

For most of the converters shown in Figure 5 attempts have 

been made to apply a fault tolerant design. For example, in 

[37] buck/boost circuits have been connected in series to 

allow fault tolerant operation. In [38] a two-stage fault-

tolerant buck/boost converter was proposed allowing to 

connect three sinks/sources. However, most of the pre-

sented work focused either on faults during buck mode or 

during boost mode but not both.  Reference [39] describes 

a fault tolerant transformer-based isolated Cuk converter 

raising again the issue of a single-point failure.   

There are dc/dc converters which do not require any addi-

tional significant number of components in order to deal 

with faults due to their nature of operation: interleaved 

dc/dc converters [40, 41] and modular multilevel dc/dc 

converters [42, 43]. The interleaved dc/dc converter op-

erates on the base of phase shifting between the branches. 

As such gating to the healthy switches will be adjusted af-

ter a faulty switch has been identified without disturbing 

the required symmetry needed in an interleaved dc/dc con-

verter. Modular multilevel converters also do not require 

significant additional components to achieve fault tolerant 

operation. That is because these types of converters have 

enough redundant switches in the original structure for by-

passing a faulty switch. Once a switch has been identified 

as a faulty switch the control strategy is reconfigured. Ex-

amples of an interleaved and modular multilevel dc/dc con-

verters are shown in Figure 6. 

 
 (a) 

 
(b) 

Figure 6: (a) example of an interleaved converter, (b) ex-

ample of a modular multilevel dc/dc converter. 

 

There is a much greater number of dc/dc converter topolo-

gies compared to the number of electric drives topologies 

and for part of the wide range of DC-DC converter topolo-

gies, there are many fault tolerant solutions available in lit-

erature and there is no one-fit-for-all solution. What is 

missing in the literature are holistic approaches for fault 

tolerant electric drives with front-end dc/dc converters. So 



far, each system (dc/dc converter and electric drive) has 

been looked at on an individual level to achieve fault toler-

ant solutions. Considering that electric drives with inte-

grated dc/dc converters have lots to offer such as efficiency 

gains, high power density and improvement in EMI, more 

research must be conducted for holistic fault tolerant solu-

tions for electric drives with integrated dc/dc converters.  

6 Recent fault tolerant drive appli-

cations  

6.1 Aerospace applications 

Most of the early work on fault tolerant drives was driven 

by the desire to move to the “more electric” air-

craft.  Twenty years later this remains the main 

driver.  Fault tolerance has been considered for main en-

gine fuel pumps, wing actuation systems, nose-wheel steer-

ing and electric taxiing, amongst others [44, 45]. The pri-

mary objectives have been to increase system reliability 

above 105 hours between failures.  The broader concepts 

have also been used by the industry in the development of 

large aerospace generators.    

A standard drive may typically have 104 – 105 hours be-

tween failures, though there is a large variation, depending 

upon the working environment.  Fault tolerance may be 

able to extend this by orders of magnitude, but there is still 

no strong belief that it can be extended to 109 hours, which 

is needed for flight critical applications, where a failure 

could result in catastrophic loss of the aircraft. There is a 

strong need for more work in the following areas:  

a) Greater information on the reliability of materials 

and components of drive systems, so that there is 

much better knowledge of the causes of failure.  

b) Use of the information from above to increase the 

intrinsic reliability of systems, through better ma-

terials and manufacturing methods.  

c) Improvements to the thermal management of sys-

tems to reduce the thermal stressing which occurs 

during operation.  

d) More active failure prediction monitoring, lead-

ing to better programmes of replacement and 

maintenance.  

The advent of hybrid electric propulsion and full electric 

aircraft is giving new impetus for work. Full electric pro-

pulsion may result in MW range motors, driving propul-

sion fans and, in the case of hybrid propulsion, there will 

be generators coupled directly to the fan engines, creating 

a multi power system in the aircraft.  It is inevitable that 

these systems will have stringent reliability requirements, 

necessitating multiple power busses in the aircraft, incor-

porating fault tolerance and redundancy.  

6.2 Other sectors 

Ship propulsion is becoming increasingly hybrid electric in 

nature with podded propulsion motor drives, or drives sited 

within the main hull of the vessel. For naval warships there 

has been continued requirements to operate following a 

failure, leading to the development of “multi-phase” induc-

tion motors, comprised of 9, or even 15, phases.  There has 

been extensive work on how to continue operation in the 

event of any one phase module being lost via an open-cir-

cuit fault.  Through rearrangement of the angle between the 

remaining phase currents it is possible to compensate for 

the missing phase [46-49]. 

There has been a much smaller body of work seeking to 

continue operation of an induction motor with a short-cir-

cuit failure of one phase.  This is a much more challenging 

scenario, which has so far only been tackled with limited 

success.  

Growth in the electric vehicle sector is huge, but consider-

ations of fault tolerance are still in the early stages of de-

velopment.  As regulations become stricter this is likely to 

change, even if it is only to provide “limp home” operation 

following a fault. There are increasing numbers of concepts 

which involve the use of more than one traction motor and 

it is important to ensure that any one failure is benign in 

nature.  Reference [50] is a particularly good example 

which is looking at fault tolerance of in-wheel motor 

drives.  In this work the wheel is powered by two or four 

motors.  Particular care was taken to ensure that a failure 

in any one wheel does not lead to uncontrolled operation of 

the vehicle [50].  This is achieved through careful design, 

with the additional measure of splitting each wheel motor 

into several sub-motors, each controlled by a separate in-

verter.    
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