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DNA Consultation, New Zealand Law Commission’s review of the Criminal 

Investigations (Bodily Samples) Act 1995 

Written response from the Science & Justice Research Interest Group,  

Northumbria University 

COLLECTING DNA SAMPLES 

1. When a police officer asks someone to consent to giving a DNA sample, the person must be told complex 

information and it may not be easy for them to get legal advice to help them decide. What do you think 

about someone being asked to consent in those circumstances? 

The UK Biometrics & Forensics Ethics Group’s ‘Ethical Principles’ (published April 2018, available 

here: https://www.gov.uk/government/publications/ethical-principles-biometrics-and-forensics-

ethics-group) state that one governing principle should be the “need to provide adequate information 

and where appropriate to obtain consent from those from whom data or samples are sought.” Indeed, 

the Ethics Group wrote extensively about consent in their first few annual reports, as this was a 

pressing concern in the early years of their operation, particularly with regard to volunteers and 

young people. Their 2nd Annual Report in particular, deals with these issues, albeit subsequent 

Annual Reports note their frustrations in suggested changes to consent forms etc. actually being 

implemented by the police. This highlights difficulties perhaps in not just reaching prior agreement 

on what information is required for informed consent, but whether ‘the circumstances’ (i.e. a 

discussion in a police custody suite at a highly stressful and disorienting time, with an officer 

motivated to obtain a sample efficiently), may preclude the information being a) communicated 

and/or b) understood prior to consenting. Their most recent Annual Report of 2017 states that while 

consent forms used by the police have been updated, the information leaflet provided is still being 

consulted upon. So, if the information to be provided can be agreed upon, it still remains a challenge 

to ensure that it is provided.  

At the most basic level, any person being asked to provide a DNA sample should fully understand: 

1) firstly - how their DNA will be sampled; and then: 

2) why their DNA sample is needed including its relevance to the objective being pursued by the 

officer; 

3) whether that objective can be resolved by other means without the DNA sample or not;  

4) the implications of giving (or not giving) the sample;  

5) how the sample will be kept, analysed, stored and used (in this investigation and in the future); 

6) whether their DNA profile will be stored on a database (and for how long), and how that database 

is operated and governed, (this should include database searching protocols, and whether the 

database permits familial searching, or research can be undertaken using their data etc.);  

7) the rights of the individual regarding both their sample and DNA profile, including whether their 

consent can be later withdrawn; and finally 

8) whether their consent can be ‘conditional’ (i.e. the volunteer can stipulate any conditions on their 

consent).  

If the individual does not understand and agree to any of these, is undecided, or requires further 

assistance to make a decision (including legal advice), the sample should not be taken. The individual 

should be allowed reasonable time to reflect on whether they want their sample taken (and obtain 

https://www.northumbria.ac.uk/about-us/academic-departments/northumbria-law-school/law-research/science-and-justice-research-interest-group/
https://www.northumbria.ac.uk/about-us/academic-departments/northumbria-law-school/law-research/science-and-justice-research-interest-group/
https://www.gov.uk/government/publications/ethical-principles-biometrics-and-forensics-ethics-group
https://www.gov.uk/government/publications/ethical-principles-biometrics-and-forensics-ethics-group


Prof Carole McCartney (Corresponding Author) 
Aaron Amankwaa, PhD Candidate (NDNAD Effectiveness) 

March 2019 

Page 2 of 8 
 

https://www.northumbria.ac.uk/about-us/academic-departments/northumbria-law-school/law-

research/science-and-justice-research-interest-group/  

legal advice if necessary). The only exception to the above is where the law allows compulsory 

sampling if consent is refused. However, this should be justified and proportionate.  

Any regime governing DNA sample collection should be reliable (i.e. the same rules apply to all, 

consistently), the sample should be necessary for resolving a specified legal objective that cannot be 

resolved by any other efficient means, and all competing interests are assessed and evaluated to 

ensure an adequate balance between the demands of policing and public protection, and securing 

individual rights to dignity and privacy. 

2. Currently Police can require DNA samples of offenders arrested for, suspected of or convicted for an 

imprisonable offence.  

a. Do you think DNA samples should be required in relation to any imprisonable offence or should that 

only happen for offences of a certain level of seriousness?  

The current evidence on the utility of DNA profiles in police investigations indicates that only a 

fraction of DNA records from an “undefined” proportion of convicted individuals and arrestees are 

relevant in resolving/achieving public security objectives. In the UK, fewer than 1% of crimes are 

resolved with the assistance of DNA evidence, with such evidence more useful in offences against 

persons.1 The majority of crimes do not involve DNA evidence at all (online/ cyber-crime is just one 

example). Thus, from a logical perspective, a blanket approach (i.e. any imprisonable offence) is not 

the most effective and cost-efficient model.  

Two further challenges to the blanket approach are respecting the principle of proportionality and the 

legitimacy of the ‘DNA regime’. As outlined previously in relation to proportionality, does the 

sampling of these individuals satisfy the test of necessity? Are competing interests sufficiently 

balanced? Is the DNA regime itself and/or the technology used to process and manage the sample 

reliable and secure? Secondly, the legitimacy of the ‘DNA collection regime’ can prove controversial, 

as happened with the UK regime, which led to the appeal to the European Court of Human Rights in 

S & Marper.  

It can be perceived, if the DNA collection regime is expanded to include ‘all’ offenders, regardless of 

the seriousness of their offending, that it is a default extra ‘punishment’, an infringement on civil 

liberties, and may diminish the presumption of innocence. This is particularly the case in offences 

where DNA is of no relevance, prompting questions about why you would ‘need’ the DNA of that 

offender unless you can clearly point to a justification not based upon future crime control benefits. 

The European Court in Marper, stated that an ‘indiscriminate blanket approach’ was unjustified, that 

the UK government had failed to demonstrate that it was necessary for law and order purposes, and 

that ‘weighty reasons’ were required for the retention of DNA of citizens.2   

The risk therefore, of extending a collection/ retention DNA regime to a blanket approach, is that the 

regime becomes an administrative tool, and simply a step in the processing of every individual who 

comes into contact with law enforcement. If DNA collection/ retention thus becomes ‘automatic’ then 

there need to be absolute clarity over the justifications for such a regime. This is essential if the DNA 

regime is to retain its legitimacy and public acceptability.3  

 
1 Paul Wiles, Annual Report 2016: Commissioner for the Retention and Use of Biometric Material (Office of the 

Biometrics Commissioner 2017). 
2 See McCartney, C ‘Of Weighty Reasons and Indiscriminate Blankets: The Retention of DNA for Forensic Purposes.’ 

(2012) 51 (3) Howard Journal of Criminal Justice 245–260.   
3 See McCartney, C., Wilson, T & Williams, R. ‘The Future of Forensic Bioinformation’ (May 2010) available at: 

http://www.nuffieldfoundation.org/future-forensic-bioinformation  and Nuffield Council on Bioethics. ‘The Forensic Use 

of Bioinformation : Ethical Issues’, (September 2007). 
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Pragmatically of course, it may be justified. Offending behaviour by an individual may be 

heterogeneous (the cyber-criminal may commit a violent crime) and a person who commits a minor 

crime may go on to/ has already committed a serious crime. Such realities mean it is tempting to not 

limit the DNA regime based on offence type or seriousness. Whilst a discriminatory approach is more 

desirable from a civil liberties perspective, this will mean some crimes may go undetected. There have 

been instances where DNA from minor criminals has matched crime scene samples from serious 

offences.  

The more pragmatic approach therefore, means there could be a rule for a specific group of offenders 

or arrestees where there is statistical evidence of a high chance of resolving public security goals – 

crime detection, investigation, prevention and prosecution. This group are more likely to be serious 

offenders, individuals arrested for serious offences, repeat offenders and “recurrent” arrestees. Others 

should be dealt with on a case-by-case basis.  

After Marper, the UK had to design a regime that maximised the utility of the DNA database, at the 

same time as respecting privacy rights. The resulting Protection of Freedoms Act sought to achieve 

this balance. A sketch of the process can be found here: McCartney, C ‘Of Weighty Reasons and 

Indiscriminate Blankets.’ (2012) 51 (3) Howard Journal of Criminal Justice 245–260, while an 

assessment of the POF Act can be found here: Amankwaa, A & McCartney, C. ‘The UK National 

DNA Database: Implementation of the Protection of Freedoms Act 2012’ (2018) 284, Forensic 

Science International, 117-128. 

b. Do you think samples should be collected instead from everyone in New Zealand, so everyone’s profiles 

would be on a databank for the purpose of criminal investigations? 

This approach will lead to a diminishing return from the databank. Only DNA from a small group of 

people will ever resolve crimes and most crimes do not involve DNA or it will have no probative 

value. Also, the financial requirements may have an adverse effect on investment in other equally (or 

more) important public sector spending. Apart from the high cost of processing crime scenes, and 

testing DNA samples, the cost of operating such a databank must be factored into questions of 

efficiency and effectiveness.4 Finally, this policy will mean compulsory sampling of individuals (incl. 

visitors, tourists) against their will, breaching fundamental human rights. For an assessment of DNA 

database ‘effectiveness’ see Amankwaa, A & McCartney, C. (2019) ‘The Effectiveness of the UK 

National DNA Database’, Forensic Science International: Synergy’, 1, 45-55.  

Additionally, there is a significant risk that the DNA regime will be considered illegitimate, and will 

be publicly viewed as unacceptable and unethical, possibly prompting legal challenge. Casting the 

entire population of New Zealand as potential criminals is surely highly undesirable (and could have 

pernicious side-effects when all citizens feel under ‘State surveillance’). Other countries that have 

suggested such an approach (some middle eastern countries and now Rwanda), have faced obstruction 

from the UN and other human rights agencies. Again, the UK experience demonstrates what can 

happen when DNA databasing is extended beyond the limits of public acceptance.  

Experience also demonstrates that a more effective practice is maximising the processing of crime 

scenes in order to retrieve relevant physical evidence that may give rise to a DNA profile of an 

offender. If these DNA profiles are routinely put on the DNA database, this at least gives the potential 

that a ‘match’ to a suspect may occur. Keeping a DNA database of millions of potential suspects but 

not from crime scenes, will not lead to the resolution of any extra crimes. It is the DNA profiles 

retrieved from crime scenes, combined with targeted/ effective sampling of potential suspects, that 

 
4 National DNA Database Strategy Board, National DNA Database: Annual Report, 2015 to 2016 (National DNA Database Strategy Board 2017); 

FIND Strategy Board, National DNA Database: Annual Report, 2017 to 2018 (Forensic Information Database Strategy Board 2019). 
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leads to an effective database – not simply collecting as many DNA profiles from individuals as 

possible.  

3. Indirect suspect sampling is when Police get a DNA sample from another source, rather than asking the 

suspect to provide it directly. When and what kind of indirect suspect sampling do you think is appropriate 

in criminal investigations? 

As a general rule, indirect suspect sampling should be prohibited. General data protection principles 

across Europe forbid the collection and retention of personal data without the knowledge and 

informed consent of the subject. However, from a practical perspective, there may be instances where 

such samples may be absolutely necessary (and with no other efficient means) to progress a case. 

Such evidence may only be used for intelligence purposes only and cannot be used as evidence in 

court. Secondly, such samples should be used in only the case in question and should not be loaded 

on a database and not subjected to speculative searching. After the purpose for which it was obtained 

is fulfilled, the sample and any other information generated should be destroyed. This approach 

differs from that found in the US, where DNA is considered ‘abandoned’ and indirect sampling is 

more widespread. However, this approach would not be tolerated, legally or ethically, in the UK and 

most other European countries.  

 

ANALYSING DNA 

 

4. In future, DNA samples could be analysed so that more information could be included in the DNA profile - 

even someone’s whole genome. Police would then be holding much more information about a person than 

just their identity. Should there be limits on the information included in a profile for the purpose of criminal 

investigations? 

A principles-based (data protection and privacy rights) approach is highly recommended in the 

analysis of DNA samples. As an ideal, an individual should have control over their personal 

information and how it is used. This means that informed consent is necessary at every stage of the 

DNA process. Before the deployment of any additional DNA analysis to generate further 

information, authorities should first seek renewed consent from subjects. Where this is not possible 

or consent is refused/withdrawn, the samples should not be analysed. Analysis of the DNA samples 

should be limited to the generation of an STR profile for identification purposes only. The 

effectiveness of STR typing is presently supported by available evidence. 

Apart from the general principles above, and before any exceptions can be made, authorities should 

demonstrate whether such additional DNA information is necessary (and not excessive) for the 

defined policing objectives. Secondly, the reliability of the technology and its operational framework 

should be rigorously tested and validated. Evidence on the (potential) effectiveness of the new 

information in achieving public security objectives should be established. Further, any competing 

interests should be critically evaluated including public opinion on any new analysis, proposed law 

or policy.  

The above framework should guide the introduction of new genetic technologies in policing. This 

forward-looking and evidence-based approach ensures control over the application of forensic 

genetics or limits the use of DNA information to what is necessary (and not excessive) and effective. 

The approach also allows innovation in the use of DNA information.   
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5. Crime scene samples can be analysed to predict aspects of the physical appearance of the person who left 

the sample. This may include ethnicity, hair colour or eye colour. Do you have any concerns around this 

kind of use? 

Forensic DNA phenotyping (FDP) of crime scene samples is currently controversial and has many 

supporters and detractors. The primary advantage to be gained by using FDP is the chance of limiting 

police suspect pools. Whilst a probabilistic technique, when used effectively, it has the potential to 

speed up investigations and cut-down on required police resources in criminal investigations. 

However, observable characteristics such as skin, hair and eye colour can be altered and may not be 

consistent with biologically predicted phenotypes. This may also apply to a person’s self-identity 

regarding ethnicity and their genetic ancestry.  

The information provided by FDP may have an adverse impact on police investigations and the 

interpretation of FDP intelligence/evidence and how it is operationalised is not well understood. A 

misunderstanding of FDP intelligence/evidence could potentially divert police inquiries, subject 

certain groups or individuals to unnecessary police scrutiny or ultimately lead to a miscarriage of 

justice. It could lead to the further stigmatisation of certain groups in a society (particularly when 

ethnicity is inferred). Police may then (mis)target their resources on a particular group in society, 

which will exacerbate perceptions of that group as ‘problematic’. Additionally, in instances where 

there are inconsistencies between the genetic phenotype and physical appearance of a person, their 

privacy may be compromised.  

The above issues suggest that the use of FDP should be underpinned by a robust and forward-looking 

ethical/legal framework and investigative strategy. Two critical considerations are the governance 

of incidental findings and the contextual use of FDP results. The regulatory framework of FDP 

should ensure that the privacy of individuals or groups is adequately protected and balanced with 

any public interests. Secondly, FDP results should not be used in isolation but in conjunction with 

other intelligence/evidence from a specific case. Lastly, the wider deployment of FDP should be 

supported by (potential) evidence of their effectiveness in assisting the police. Extreme caution 

should be advised, and as such, its use has so far been precluded in most countries to date.  

 

DNA DATABANKS 

 

6. DNA found at a crime scene can be loaded onto the Crime Sample Databank and compared to the DNA 

Profile Databank to look for a match. Do you think profiles should be loaded on the Crime Sample Databank 

for any imprisonable offence or only those of a certain level of seriousness? 

As stated, the effectiveness of DNA databanks in case resolution is mainly driven by the quality of 

crime scene samples loaded on the databank. Firstly, since these samples (and profiles) have no 

attached personal identifying information (anonymous), there should be no limit by the type or 

seriousness of offences. This is important because offending behaviour may be heterogeneous and 

the crime scene sample can help the police identify serial offenders or understand crime patterns 

through matches between crime scene samples. As ever, police resources will need to be targeted, 

and it may be the case that more serious crimes are clearly prioritised, however, experience shows 

that minor level offending can sometimes lead to the clearance of more serious crimes that have 

either occurred previously, or will occur in the future.  

7. If DNA found at a crime scene does not match any profiles on the DNA Profile databank, Police could 

conduct a “familial search”. This means looking for a ‘near match’ to a profile on the DNA databank (which 
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may mean that a close relative was responsible for the crime scene sample). Do you have any concerns 

around this kind of use? 

Whilst familial searching (FS) may be instrumental in resolving a crime, there is a potential price to 

pay in terms of maintaining the legitimacy of, and public support for the DNA regime. Firstly, the 

technique may subject the relatives of data subjects to unwanted or unexpected criminal 

investigations (whether innocent or not). Secondly, the technique may reveal incidental findings of 

unknown (or known) genetic kinship, which may lead to family intrusion and conflict. Another 

ethical cost is the unjustified perception of criminality in certain families and the potential 

criminalisation of certain social groups. This may lead to a form of stigmatisation (as above). Due 

to the above reasons and as a general principle, familial searching should be prohibited. The only 

exception to this rule are cases where it is absolutely necessary (i.e. where the case cannot be 

progressed/solved otherwise and not excessive). However, the entire procedure should be sensitive 

to the ethical implications outlined above and ensure that the privacy and confidentiality of 

individuals, families and social groups are adequately protected.  

It has become apparent in recent debates, particularly in the US, that it can be perceived that the use 

of familial searching is a disingenuous (underhand) way for the police to obtain the DNA of millions 

more citizens to whom the DNA sampling regime has not applied directly (i.e. they themselves have 

never been arrested).  Again, the arguments about public acceptability and the legitimacy of the DNA 

regime should be borne in mind when attempting to extend the ‘reach’ of the DNA databank by 

using technologies that will ostensibly then include all the relatives of those on the DNA databank. 

Arguments about the presumption of innocence and State surveillance can be raised in such 

circumstances, if clear justifications (and demonstrations of effectiveness) are not forthcoming.  

 

8. Currently most DNA profiles are held on the DNA Profile Databank indefinitely. What would you think of 

them being held for a set period of time instead (for example 5, 7 or 10 years) if the person has not been 

convicted of an imprisonable offence during that time? 

There is presently limited evidence to demonstrate that holding profiles indefinitely leads to crime 

prevention, detection, investigation or prosecution. Indeed, there are only a very limited number of 

cases where subject data held for a long period of time have matched a crime scene profile. Defining 

a fixed period of time, however, is also difficult due to practical challenges and uncertainties in 

predicting when an individual may commit a crime in the future or when a match may be obtained 

between their profile and a profile from a reinvestigated previous crime. The importance of DNA in 

solving ‘cold cases’ has been proven in some instances (but again, these are limited).    

A pragmatic solution could be an evidence-based case-by-case and/or clustered (cases of the same 

kind) approach. When research shows a particular trend or pattern, categories may be created with a 

defined retention period. For example, “10 years plus length of sentence” for a specific group of 

individuals based on available evidence (for example, repeat or serial offenders). As a general 

principle, retention periods should not be arbitrary but informed by a combination of three key 

research evidence: criminal behaviour, the effectiveness of DNA retention and 

public/stakeholder views. The ideals of having an effective database, which maintains public 

confidence and is legitimate and ethical, should always be uppermost in any debates around DNA 

regimes. The presumption of innocence would normally preclude the retention of DNA from 

individuals not convicted of imprisonable offences (see Marper and the ‘blanket’ approach discussed 

earlier – weighty reasons are required for retention of DNA indefinitely, and in particular, if the 

individual has not been imprisoned).  
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9. Should DNA profiles on a databank ever be made available for research in an anonymised form? If so, in 

what circumstances and how do you think that the request/approval process should be managed? 

As a general rule, data generated by any forensic DNA regime, should not be used for any research 

without the informed consent of the data subjects. The general principles of medical research should 

apply to the DNA profiles on the database and any derived information. The only exceptions to this 

rule may be research on the effectiveness and efficiency of the database using anonymised data and 

limited to the legally accepted function of DNA profiles (i.e. aiding identification). Another 

exception is studies on the technical operation of the database but this should also be limited to the 

accepted function of profiles. As part of the consent process during the sampling of individuals, 

anticipated research should be explained to individuals. Any research that exceeds the function of 

DNA profiles (for example, the relationship between criminality or disease and specific profiles or 

STRs) must be prohibited to retain the legitimacy of the database.  

It should be iterated however, that research on the effectiveness and efficiency of the database, and 

the operational utility of the database, should be prioritised and should be viewed as essential to the 

functioning of the databank (see earlier article about ‘effectiveness’ by Amankwaa and McCartney). 

In the UK (and perhaps elsewhere), justifications for the database are difficult to articulate because 

of the inability of police authorities to demonstrate how the database is operating and being utilised. 

Statistical information is critical to answering questions about whether the database is effective, and 

making evidence-based decisions about most of the questions posed around DNA regimes (who 

should be on the database/ for how long/ should familial searching be permitted etc.). If unable to 

gain information on how useful the DNA databank is proving, then it is almost impossible to justify 

any DNA regime. In Marper, the UK government were unable to demonstrate the utility of the 

database in achieving its goals – and this remains difficult to prove even today because of the near 

impossibility of getting information about the operational use of the databank. So research of this 

kind should be made a fundamental requirement of the DNA regime.  

 

10. Most other countries have oversight bodies monitoring their DNA databanks, but New Zealand does not. 

Do you think there should be an oversight body, and, if so, what should it do? 

An independent (multi-stakeholder) oversight body is essential for databases to ensure that their 

operation is legally and ethically compliant, transparent, legitimate and up-to-date with technological 

advancement. The oversight body should serve as a “proactive monitoring” team of the database, 

improving public confidence. The roles of the oversight body should include 1) the provision of 

legally informed guidance in the form of a single Code of Practice (CoP) on the retention, uses and 

destruction of DNA records; 2) governance rules for the database; 3) regular review of the actual 

effectiveness and efficiency of the database and recommendations for improvement; 4) ensure 

compliance with the law and CoP through regular audits/investigation of law enforcement agencies 

and Forensic DNA service providers; 5) conduct regular ethical reviews and data protection impact 

assessments; and 6) produce an annual report about the exercise of their functions and report to 

Parliament. This body should be transparent and open to public intervention.  

 

11. Do you have any other comments about the use of DNA in criminal investigations? 
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DNA is undoubtedly a useful tool for policing authorities and the development of technologies 

should be harnessed to best effect. However, as with any police power, a DNA regime must be 

necessary and legally circumscribed. The use of DNA should not be prioritised over more effective 

or efficient means of achieving policing goals (at any rate, DNA has only a very limited impact upon 

policing goals in general). Any DNA regime must thus be carefully considered so that the 

effectiveness of the regime is maximised, while any potential harms are minimised. There is always 

the risk that the public will lose confidence in a DNA regime that is ineffective, and is perceived as 

constituting unjustified State surveillance. Such confidence is hard to regain once lost. The 

operationalisation of any DNA regime should be carefully monitored to ensure it remains legitimate 

and ethical. Oversight should be visible and clearly effective. Finally, statistical evidence of how the 

DNA regime is operating should be produced and made publicly available.  

 

https://www.northumbria.ac.uk/about-us/academic-departments/northumbria-law-school/law-research/science-and-justice-research-interest-group/
https://www.northumbria.ac.uk/about-us/academic-departments/northumbria-law-school/law-research/science-and-justice-research-interest-group/

