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computing’ the so-called Clouds of Things (CoT).
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some of the main technical and legal issues

(IoT)3) is a noteworthy phenomenon, if only be-

emerging from CoT. Particularly’ the core will be

cause of its outstanding economic impact and so-

data protection’ privacy’ and consumer law. Indeed’

cial potential.4) However, it is too soon to assess

these themes are considered the most relevant by

the degree to which it will change our lives and,

the regulators.

from a legal perspective, if and to what extent ex-

By mastering the relevant legal issues and fol-

isting rules will have to change and new rules

lowing the example of the United Kingdom’ the

will have to be tailored.

Republic of Korea will be able to unleash its extra-

Consequently, avoiding any naïf eulogy, this

ordinary potential as to the IoT’ thus retaining its
position as the smartest country in the world.

Keywords: Internet of Things’ Clouds of Things’
cloud computing’ repurposing’ regulation

. Introduction
Labelling a technological development as a
‘revolution’1) is as dreadfully common as it is
saying

that

‘disruptive’

the

‘revolution’

innovation.2)

will

lead

to

The Internet of Things

_
]
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work has the modest purpose of defining the IoT

its position as the smartest country in the world.9)

and its intersection with cloud computing, the

President Park Geun-Hye’s announcement of 18

so-called Clouds of Things (CoT). Alongside a

May 2016 to ease regulations on drones, self-driv-

clarification of the essentials, I will describe the

ing vehicles and the biotech sector moves in this

six factors of CoT complexity, as well as the

direction.

regulatory

options

(regulation,

co-regulation,

self-regulation, holistic approach, fragmentation).

. Internet of Things: Definitions and
Regulatory Options

Focussing on the British legal systems, I will
report on the state of the art of CoT deployment
in the United Kingdom5) and deal with some of
the main technical6) and legal issues7) emerging

Unlike the cloud,10) there is not a commonly

from CoT. Particularly, the core will be the themes

accepted definition nor a taxonomy of the IoT.11)

considered more relevant by the regulators, namely

However, the latter has been recently defined by

data protection, privacy, and consumer law.

ISO and IEC as “An infrastructure of inter-

By mastering the relevant legal issues and fol-

connected objects, people, systems and information

lowing the example of the United Kingdom, the

resources together with intelligent services to

Republic of Korea will be able to unleash its ex-

allow them to process information of the physical

traordinary potential as to the IoT,8) thus retaining

and the virtual world and react.”12) Whereas the

_
_ _

_ _

=

§
_ _
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ISO/IEC formula can be roughly accepted as a

Things, notwithstanding the ITU’s definition,

starting point, the Microsoft Cloud Computing

whereby a Thing is “an object of the physical

Research Centre prefers to look at the Thing,13)

world (physical things) or the information world

understood as any physical entity capable of con-

(virtual things), which is capable of being identi-

nectivity that has a direct interface to the physical

fied

world (i.e. a sensing and/or actuating

and

integrated

networks.”18)

capability)14).

into

communication

Human beings and animals are not

From another perspectives (especially product

Things. Not yet, at least. It is indeed likely that

liability), Things can be understood as an inex-

evolutions in artificial enhancement techniques

tricable mixture of hardware, software, and

(AE) and in implants technologies will be at some

services.15)

point developed so that every part of the human

Things may be attached (e.g. wearables) or em-

body will (be able to) be substituted by artificial

bedded (e.g. pacemakers)16). They are usually

organs and tissues and damaged faculties will be

composite, smartphones and connected cars being

healed through chips. When this will become real
＆ this is not science fiction!

the simplest examples.17) Virtual entities are not

＆ It will not be

clear the moment when we will not be human,
having become androids and thus Things. When

]

that day will come, we will not dispute on what
‘Thing’ means, but on what ‘human’ means.19)
Given the complexity of the relevant ecosystem(s), one solution to simplify is to break it
=

ü
∼

ä
» ä

«
ä

Ü

§
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down by adopting a sectorial taxonomy, whereby

provided for certain purposes, whilst they end up

one ought to consider separately health (e.g. robot

serving other (potentially unforeseen) purposes,

surgery), city planning (“smart” cities), manu-

mainly because: i. The communication within the

facturing (e.g. 3D printing), distribution (see espe-

relevant subsystem and among subsystems proc-

cially the use of RFID, radio-frequency identi-

essed in the cloud can lead to perform actions and

fication to track the supply chain), transport (e.g.

produce information of which the single Thing

driverless cars and vehicle-to-vehicle systems),

was not capable of; ii. Under certain conditions

energy (e.g. “smart” grids and meters), leisure

(e.g. emergency) the system may reconfigure ei-

(e.g. games, drones), and agriculture (irrigation

ther in an automated fashion or user initiated.23)
Consequently, what is the best regulatory op-

systems), just to name the main ones.
This complexity made Professor Hans-Christian

tion for the IoT? Recent studies have shown that

Trute20) criticise my proposal for a holistic regu-

self-regulation is not a satisfactory option.24)

lation of the IoT (I was referring to some clarify-

Traditional regulation, however, would lack the

ing guidance, not to any form of specific hard law

necessary flexibility required by the constantly

tool as it would be a ridiculous IoT

law).21)

changing

The

technological

landscape.

Therefore,

objection does not fall necessarily short. However,

co-regulation seems the appropriate option,25) pro-

there is a significant overlapping between most of

viding a clear general framework of rules, whose

the sectors (one need only think to drones and

implementation is left to the private stakeholders.

BYOD, which can potentially fall under any cat-

This said, how to strike a balance between a

egory). This is inter alia demonstrated by the fact

one-size-fits-all regulation of the IoT and a frag-

that regulators denounce that they encounter lack

mented one? The relevant good practice is pro-

of competence when trying and regulating the

vided by Italy, which has recently established a

IoT, mainly because of these overlapping, whose

permanent

counterpart is the overlapping of competences be-

(M2M) communication26), where regulators and

committee

on

machine-to-machine

tween different regulators (e.g. communications
and data protection).22)
Moreover, and maybe most importantly, a
critical

characteristic

of

IoT

systems

is

repurposing. I understand ‘repurposing’ as the
phenomenon whereby Things are made and/or

]
_
_ =

é
é

É
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ministers can coordinate their initiatives.27)

would be novel regulatory challenges (mainly

The UK Government Chief Scientific Adviser

privacy and liability-related), therefore “[g]ood

(GCSA)28) has specified that “[l]egislation should

regulation and legislation will be needed to antici-

be kept to the minimum required to facilitate the

pate and respond to new challenges.”30) I do not

uptake of the Internet of Things”,29) but there

entirely agree with top-down, ex-ante, hard law
instruments.
The approach should be gradual, empirical and
problem-based. Nevertheless, I welcome the intent
to consider “systematically the impact of emerging

_

technologies in policy, delivery and operational
planning.”31) More generally, I agree with those
scholars who have recently pointed out that any
global online activity can only be regulated properly
only after we develop an international consensus at
a high level, based on fundamental normative
principles rather than on detailed prescriptions

}
}

for behaviour.32) However, we know how slow the

]

formation of an international consensus can be and
we have to act, otherwise we risk closing the stable

ö

door after the horse has bolted.

]

. Clouds of Things

…]

As said above, I will refer mainly to CoT33),

à
à
à

=
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i.e. “ecosystems in which there are communica-

on-board (processing, storing, and battery) ca-

tions between things and clouds, including M2M

pacity of Things that makes fundamental the

communications mediated by cloud.”34) Even

cloud outsourcing. Moreover, especially if one

though part of the IoT is currently not based on

considers the system at a large-scale level, it is

cloud technologies, these are becoming more and

obvious that the cloud is the cornerstone of the

more common and they raise noteworthy issues.

developing social network of things40) and its

The relation amongst the IoT and cloud com-

coessential open sharing41). Furthermore, cloud ac-

puting has been heretofore fuzzy.35) The flaws of

cessibility addresses the fact that many Things are

the relevant literature become apparent as soon

wore (or anyhow part of our everyday life), hence

as one reads the only existing book on the legal

it is crucial for the user(s)42) to be able to access

aspects of the IoT, where it is openly stated that

the services and the applications regardless their

“things in the real world and their deployment in

temporary geographical location.43) Finally, new

the IoT are not addressed by cloud computing”36),
against those who affirm that the cloud is what
has made the IoT possible.37) A position in the
middle of the opposite maximalisms should be
taken.
There is indeed a close link between the considered technologies: even though today not every
IoT application is ‘cloudy’, the cloud is going to
be more and more the natural enabler of the IoT,
first of all due to its role of mediator and coordinator between Things. One need think then to
big data38), analytics39) and the constrained
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cloud technologies decrease the footprint of a

Evidence of the theoretical importance of CoT

virtual machine by approximately two orders of

is provided, for instance, by the conferences

magnitude, allowing clouds to run on very small

on the topic48) or also by ClouT49), a joint

Things.44)

European-Japanese project aiming at defining and

Other recent computing paradigms let

foresee a growth of CoT, namely
computing,46)

and personal

cloudlets,45)

developing a common virtualisation layer, allow-

fog

clouds.47)

ing the access and management of Things, as well
as cloud services. In that context, it has been
demonstrated that CoT infrastructures can be
cheap, easy to maintain, open-source based, compatible and interoperable with different platforms
and services.50)
We are on the verge of a shift from ubiquitous
computing, to ubiquitous sensing and ubiquitous
actuating. Obviously enough, new challenges
arise, for instance because it emerges the need for
“novel network architectures that seamlessly integrate the cloud and the IoT, and protocols that
facilitate big data streaming from IoT to the
cloud.”51) At the same time, not every cloud-related legal issue exists or has the same meaning
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in an IoT context. One need only consider that

Internet of Silos problem. The infancy state of

security is important in both cases, but whereas

certifications and the lacks of common standards

hacking a cloud can merely affect data52) (albeit

and

breach of personal data can be a substantive nui-

Interoperability is a critical aspect of CoT, whose

sance), accessing and remotely controlling Things

essence is the creation of a system of Things that

can potentially impact the world jeopardising

sense, communicate and actuate. When it comes

people’s health and life.53) And the cloud can

to the CoT, one ought to look at the system and

play a critical role also to strengthen the security

not at the single Thing. The ‘system’ dimension

of a system, especially thanks to its role of medi-

can be hindered by the fact that, unlike the

ator and coordinator. In fact, if data have to go

cloud,56) currently57) each of the services in the

through a cloudy validation process, the cloud can

different CoT sectors is in a silo; hence, one can

disconnect malicious Things or ignore their inputs;

hardly connect information between the relevant

it can also let only valid data access the system,

Things and services. Even though efforts have

thus ensuring data integrity.54)

been made in terms of creating an environment

protocols

render

interoperability

hard.55)

favourable to the communication between CoT
systems,58) at the moment no one is able to offer

. The Complexity of the Clouds of
Things Ecosystem

third-party integration of CoT services. In this
work, I take a long-run view; hence, I will assume that communication among systems works

I believe that the factors of the complexity of
CoT are at least six. I have already mentioned the
sectorial fragmentation.
The second factor can be well depicted as the

_
_

_

_

_

=
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provider tends to waive any kind of responsibility

without any particular obstacle.
Thirdly, there is the technical complexity.59) At

also playing upon the corporate ramifications and,

a high level, this means that the technologies in-

most importantly, a phony separation of software,

volved are often unknown to the general public,

hardware and services (whereas the Thing is an

which may now be familiar with the meaning of

inextricable mixture of the three).

cloud computing, but could still not understand

Fifthly, there is the regulatory jungle. A myriad

what RFID, near-field communication (NFC) or

of documents (opinions, guidelines, communica-

low energy Bluetooth (LEB). Education is needed

tions), none of which binding, generally lacking

to raise awareness and therefore trust in CoT.

both the encompassing and coherent structure of

Technical complexity means also that computer

the holistic approach and the granularity and

scientists and engineers are still struggling with

concrete articulation of the sectorial approach.62)

some technical aspects, for instance those related
to the hardware constraints (small interfaces,
reduced energy autonomy, difficulties in encryption),
multi-tenancy (every Thing can be controlled by
several people in numerous
ing

＆potentially conflict-

＆ways), and the importance of tracking the

data throughout the systemic flow, thus ensuring
integrity and validity (e.g. IFC, sticky policies,
etc.).
The fourth factor is what I call the contractual
quagmire. At the Microsoft Cloud Computing
Research Centre, Professor Ian Walden and I have
studied a domotics scenario through an empirical
research on the ‘legals’60) of Nest Inc., a CoT
company providing thermostats, smoke alarms and
cams. I will make use of the results of that
research61) This research has shown inter alia that
against one single (simple) product, there are
umpteen contracts, licences, notices, etc. These
documents are difficult to find (sometimes they
are not published) and they are nearly impossible
to read and jointly interpret, not providing a
uniform level of protection. Moreover, the CoT
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Thing may be used by the family members, tem-

Too many, too vague.
The last but not least important factor of com-

porary guests, friends, employees, etc. By the by

plexity pertains to the actors of CoT: who are

this can create problems, as the Thing may re-

they and which kind of relationships bind them?

ceive inputs which are in contrast and damages

There is an extremely high number of actors in-

may follow. The second factor is that one can

volved in the supply chain and the relations be-

own the Thing, but one can as well be a tenant.

tween them can be both contractual as well as

The

non-contractual. I will use the domotics scenario

consequences. In terms of UK contract law,

above illustrated to shed light on the CoT supply

statute implies a term into the contract that the

chain.

purchasers of a good (not the tenant) will “enjoy

difference

may

have

also

practical

One of the main flaws of literature on IoT and

quiet possession”,64) which term would be poten-

CoT is that one gets the impression that every-

tially breached if the Thing were disconnected or

thing is about the Thing, forgetting that human

if some of its functionalities were taken away.65)

beings are and must be at centre of technologies

If the end-users have generally not substantive

aspiring to be sustainable and empowering.

power in the supply chain, the situation changes

Therefore, let us start from the end-user (the

when it comes to the manufacturer of the Things.

patient, in the CoT-health use case), who is the

Better said, again, the manufacturers. As said

main data subject (and sometimes data controller

above, most Things will be composite, with

as well). The end-user, that is to say the

different manufacturers responsible for the “Thing

end-users. This is due mainly to two factors. First,

of Things”. Even when there is simply one Thing,

multi-tenancy, which is an important characteristic

during the process of manufacturing several differ-

of both cloud computing and IoT. In fact, the

ent people will be involved, contributing compo-

person63)

nents and facilitating the production process.

that concludes the CoT contracts the

Even though startups and SMEs can play a crit-

end-user may be the contracting customer, but the

ical role in some CoT sectors, it is clear that the
production of products with hardware components
can require costs that are not bearable by small
businesses. At any rate, one can see how the IT
transnational corporations are dominating the CoT.
This has at least two effects on the relevant
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supply chain. Firstly, it is often difficult for the

be used for web storage, whilst another cloud pro-

customer to understand the corporate structure of

vider for redundancy. There are also the analytics

the companies involved. For instance, Nest Inc.

tools critical for big data, online payment service

has been bought by Google Inc., which is then

providers, and advertising services providers.

become part of the multinational conglomerate

Alongside the main service (i.e. heating/smoke

Alphabet Inc., which controls also Calico, Google

detecting in the Nest use case), the CoT provider

Capital, Google Fiber, Google Life Sciences,

partners with other enterprises offering collateral

Google Ventures, Google X (that have their own

services. For instance, Nest is partnered with

subsidiaries). Nest Inc. controls Nest (Europe) Ltd.

insurance companies as to the ‘Safety Rewards’

and has recently bought Dropcam Inc. The cus-

service,67) with energy providers as to Rush Hour

tomer cannot always easily understand the identity

Rewards and Seasonal Savings.68)

of the party (or parties) with whom they are

To complete the supply chain picture, one

entering into a contract.

should also mention the website developer and

Secondly, consumer law and competition law

webmaster, the ‘app’ store, the embedded software

have evolved in a direction that favours vertical

developer, the software providers, the facilitators

integration arrangements. This is mainly due to

of communication between things, the rights-hold-

the importance attributed by the law to pre-sale

ers, the eCommerce platforms, and the network

and post-sale services. One will not be surprised,
then, when they find out that many CoT enterprises have their own resellers, retailers, wholesale
distributors, and installers.
CoT is not only about hardware and software,
but also about services66). A cloud provider may
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. Deployment and Regulation in the
United Kingdom

operators.
The CoT, however, is not (only) about the single Thing. It is about the system, the network of
Things, the communication within the system and

CoT is already a visible reality in the UK.

between the subsystems. Consequently, one has to

There are currently in excess of 40 million

move from the number of actors named above and

devices in the IoT within the UK. A study69)

multiply it for the homologous actors of the

predicted that this figure will grow more than

interoperable apps and Things. Being aware of

eightfold by 2022, when the IoT will consist of

all the actors involved, let alone allocating re-

320 million devices and more than a billion daily

sponsibilities and liabilities (not only for data

data transactions.
The main example of this is that by the end of

protection purposes), is not easy.
The complexity of the supply chain grows even

2020, around 53 million “smart” meters will be

more in certain sectors, such as the healthcare

rolled out as standards in all the houses of the

one. In fact, to the number obtained by the above

Kingdom.70) The government intends to protect

descripted operations, one has to add doctors

the consumers by ensuring that there will be no

(physician, surgeon, physiotherapists, etc., but also

sales during the installation visit and that installers

the team), the national health service, hospitals

must provide energy efficiency advice as part of

(especially the hospital manager), GP Services,

the visit and they will need the consumer’s per-

nurses, other employees (e.g. A&E), researchers,

mission in advance of the visit if they are to talk

pharmacies, pharmaceutical companies, caregivers,

to them about their own products. As to privacy,

data processing specialists, social security ad-

suppliers will have to get the consumer’s consent

ministrators, the patient’s family and friends, bio-

to access half-hourly data, or to use data for mar-

medical laboratories, radiology centres, other spe-

keting purposes, but they can access daily data

cialty clinics, laboratory technologists, medical gas

unless there is an explicit objection. It is note-

companies, other ancillary services, accountable

worthy, from an antitrust/lock-in perspective, that

care organizations (ACOs), health information

consumers have the right to share data with third

exchange (HIEs), regional health information

parties (such as switching sites) if they want to

organizations (RHIOs), other care delivery organizations, providers of medical devices, drugs, etc.
And I am probably leaving out several actors.
The intricacy of the environment does not help

_

transparency and accountability, which are critical
to build the citizen’s trust in the CoT. Public and
private stakeholders should cooperate to simplify
contracts and regulations and to develop standards
and protocols that ensure interoperability and
security.
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receive advice on the best tariff (a sort of port-

the Blackett Review)73), published on 18.12.2014.

ability right). From 2016 third parties will be able

It covers five sectors (transport, energy, health-

to access smart meter data remotely if the con-

care, agriculture, buildings) and has three main

sumer gives them permission to do so.

goals. The first is to explain what government can
do to help achieve the potential economic value

The British reality of the IoT is about to grow
public

of the IoT. The second is to set out what IoT

investments. Indeed, on 8.7.2015, the UK has

applications can do to improve the business of

passed its summer budget. At a cursory glance, it

government - maintaining infrastructure, delivering

would seem that it provides £40 million for the

public services and protecting citizens. The third

IoT, with a focus on healthcare, social care and

is to draw recommendations from this evidence.

IoTUK.71)

Indeed, the GCSA recommends ten actions about

Ultimately, there are also £140 million for

leadership, commissioningspecturm and networks,

“infrastructure & cities of the future” and £100

standards, skills and research, data, regulation and

million for “intelligent mobility”. An important

legislation, trust, coordination.

significantly

thanks

to

substantive

smart cities; its main implementation is

financial commitment ranging overall £280

In the meantime, on 23.7.2014, the Office of

million ($421 million). More recently, Ofgem

Communications (Ofcom, the UK communications

(the UK regulator of the energy sectors) has

regulator) has published a call for inputs on

announced £62.8 million to deliver smarter energy

“Promoting investment and innovation in the

network for consumers.72)

Internet of Things”, aimed aimed to identify

At the 2014 CeBIT Trade Fair in Hanover, the

potential barriers to investment and innovation in

Prime Minister commissioned the GCSA to re-

the IoT (and on the role of the regulator).74) The

view how the UK could exploit the potential of

“Summary of responses and next steps”75) has

the IoT. An advisory group, seminars and evi-

been delivered on 27.1.2015 and covers (in in-

dence from more than 120 experts in academia,

creasing order of importance according to stake-

industry and government have informed the

holders) network addressing, spectrum, network

review “The Internet of Things: making the most

security

of the Second Digital Revolution” (also known as

protection. In the next paragraphs I will use these

and

resilience,

privacy

and

data

guidances to present a picture of IoT privacy, data
protection, and consumer law in the UK; there£

fore, here I will merely give a short account of
the other aspects.
Understandably enough, netword addressing is
not of great importance, as telephone numbers are
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“unlikely to be required for most IoT services”.

fy and define key priorities for standardisation

Ofcom, however, will monitor the progress of

with a focus on the technologies and domains that

Internet service providers (ISPs) in migrating from

are deemed to be critical.
Before narrowing down to data protection and

IPv4 to IPv6 connectivity.
As to the spectrum, there are some ongoing ini-

consumer law, one has to point out that, alongside

tiatives such as the liberalisation of licence con-

legal instruments on the IoT as a whole, there

ditions for existing mobile bands, but even though

also sectorial ones - such as the guidance issued

they meet the actual demand of spectrum, this

by ICO on RFID78) and the Smart Energy Code79)

could not be the case in the long term. I would

- and horizontal ones, such as the the Consumer

point out that recently Ofcom has launched a con-

Rights Act 2015 (CRA). Even though the latter is

sultation on “More Radio Spectrum for the

not IoT-specific, it reflects this new market reality

Internet of Things”;76) closed on 12.11.2015, the

and provides interesting tools for the consumer,

report has not been published yet. Its goal is to

therefore I will take it into account in the follow-

encourage M2M applications to use spectrum that

ing analysis.

will enable them to connect wirelessly over longer
distances. This very high frequency (VHF) spec-

. Data Protection and Privacy

trum has different properties to other frequencies,
already in use for the IoT, and can reach distant

When it comes to CoT, there is an undisputable

locations which other frequencies may not.
With computing becoming ubiquitous and with

interest for the data protection and privacy aspects

big data, it is unsurpring that network security and

(surprisingly, not so much for the security ones).

resilience are critical. Ofcom reports a growing

This is due mainly to four factors. Firstly, the da-

demands both in terms of the resilience of the

ta processed are potentially almost always person-

networks used to transmit IoT data and the

al data because the Things are in/or the human

approaches used to securely store and process the
data collected by Things. As to cybersecurity,
under the Digital Single Market strategy,77) the

_
_

European Commission is about to initiate the
establishment a Public-Private Partnership on
cybersecurity in the area of technologies and solutions for online network security. It will also
launch an integrated standardisation plan to identi-

_

_

_

_ _
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body or abund in private spaces (e.g. domotics),

the UK draft Investigatory Powers Bill84) and the

thus being capable of gathering information hith-

widespread use of automatic number plate recog-

erto unavailable to the public (and to law enforce-

nition (ANPR) systems by UK police forces,

ment agencies, LEAs). Secondly, Things process

which “represents one of the largest surveillance

enormous amounts of data (so-called big data).

systems in the world.”85) The increase of survei-

Thirdly, Things can potentially constantly commu-

lance is assertedly connected to counter-terrorism.

nicate with other Things, systems, and people,

In fact, 239 specific EU laws and policy docu-

hence the problem of the “weakest link” and of

ments have been adopted in the name of coun-

recombination (e.g. the cross-device identificatio

ter-terrorism between 2001 and 2013. Of those, 88

n80)

are legally binding.86)

and the adoption of

IPv6).81)

Lastly, there is

an increasing problem related to surveilance. As

Europe in aware of these problems. See, for in-

examples one may think to the Schrems ruling

stance, the General Data Protection Regulation

whereby the European Court of Justice declared

adopted on 27 April 2016. Under its recital 30,

invalid the Safe Harbour agreement following the

'Natural persons may be associated with Online

Snowden

case82),

the proposal for a EU directive

identifiers provided by their devices, applications,

(PNR),83)

tools and protocols, such as Internet protocol ad-

on the use of Passenger Name Record

dresses, cookie identifiers or other identifiers such
as radio frequency identification tags. This may
leave traces which, in particular when combined
with unique identifiers and other information received by the servers, may be used to create profiles of the natural persons and identify them.87)

_

84

_

_

_
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that the information is not sold to third parties.

Minimising concerns requires first of all ensuring that data are encrypted both in transmission

Ofcom’s statement on the IoT is rather unsat-

and storage. In fact, one may think that given the

isfactory when it comes to the data protection and

power constraints of Things, encryption should be

privacy aspects. Indeed, on the one hand the note

avoided since energy consuming. On the contrary,

that, insofar as the IoT involves the processing of

researchers have shown that, for instance, the

personal data, it will be regulated by existing

Advanced Encryption (AES) Algorithm instead of

legislation such as the Data Protection Act 1998

consuming power, can save it.88)

(DPA). On the other hand, they call for the in-

Moreover, one has to look into the Thing, to

troduction of a common framework that allows

secure its components, and outside the Thing to

consumers easily and transparently to authorise

secure all the communications. New methods of

the conditions under which data collected by their

authentication, such as the multi-factor one, are

Things are used and shared by others. A com-

critical.89) Securing a system does not mean clos-

promise position. At any rate, it is true that there

ing it. It is true that openness can to some extent

is a lack of clarity about the conditions and pur-

lead to vulnerabilities, but these can be addressed

poses of processing. A recent research on apps

in other ways and at any rate closing the system

permission in the Google Play store90) has in fact

(thus hindering interoperability) equates with cre-

shown that apps can seek 235 different kinds of

ating (that is to say reinforcing) the Internet of

permissions from smartphone users. Consumers

Silos.

are concerned with this issues, consequently,

Furthermore, businesses have to bind their em-

among all smartphone app users, six-in-ten down-

ployees to confidentiality agreements to ensure

loaders have chosen not to install an app when
they discovered how much personal information
the app required in order to use it.
Even though the ICO has not issued an ad-hoc
guidance, its response to the Ofcom’s consultation
of 1.10.2014 contains many useful indications.
In the UK, the rule is that unless a particular
individual is identified - or is reasonably likely to
be identified - by the subject collecting the information from the Thing, the information will not
constitute personal data. I would add that given
that multi-tenancy is a characteristic of both the
cloud and IoT, one can not always know who is
actually using the Thing. It is nonetheless true
that inferential data grow in importance as a con-

_

=
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could easily substitute a traditional interface.92)

sequence the recombination of the data produced

However, given the limited spread of holo-

by all the Things of the system.
The DPA does not apply to every processing in

graphic technologies, in the case of Things with

the IoT, but I am not entirely convinced by the

small interfaces or with a lack of interface, one

division proposed by the ICO between personal

may need to access the information from another

Things and less personal Things. The former,

Thing such as a laptop. Therefore, the config-

epitomised by the smartphone, produces personal

uration software running on the computer will

data anche who collects the data is a data

need to be coded securely.

controller and therefore subject to the DPA. A TV

Now, generally speaking it is true that the more

would be the paradigm of a non-personal Thing,

limited the physical interface is, and the more

consequently the relevant processing would not be

complicated the underlying technical situation is,

subject to the DPA.

the more important it is that the Thing embodies

The fact is that with the IoT the roles of data

the principle of privacy by design and privacy by

controller and data processor change dynamically

default set forth by the GDPR. Nonetheless, at

and it is often impossible to identify the con-

least three problems arise. Firstly, a strong im-

troller, even though tools such as information flow

plementation of the said approaches may create

control (IFC) can help. Moreover, there is what I

closed systems, thus hindering interoperability,

have supra called repurposing, therefore, a TV

innovation, and the functioning itself of IoT

can be designed not to process personal data,

systems. Secondly, in order to embody privacy in

but it can end processing very personal (even

the design, the manufacturer or the developer

sensitive, e.g. health-relate) data.

should be able to know beforehand the purposes

Anyway, in the event the DPA does not apply,

of the processing, which is not always true, due to

ICO suggests the introduction of industry codes of

the here analysed repurposing. Thirdly, deep

practice or other soft-law instruments. An inter-

learning and AI technologies are becoming widely

esting, albeit sector-specific, example is provided

adopted, with the consequence, as to the point at

by the Draft Code of Conduct on privacy for

issue, that the Things can reprogram themselves,

mobile health (mHealth)

applications.91)

An aspect which ICO commendably stresses is
that Things may not have a physical interface at
all

with

which

an

individual

can

interact.

Consequently, acquiring a valid informed consent
can be difficult. It is true, but sometimes technology solves the problems it creates. One example
is provided by holographic computers: a hologram

=

_ =
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Cook’s words, “the FBI wants us to make a new

thus expelling the privacy settings.
If, on the one hand, the users risk not be prop-

version of the iPhone operating system, circum-

erly informed, on the other hand phenomena such

venting several important security features, and

as repurposing and combination of data and tech-

install it on an iPhone recovered during the

nologies such as predictive analytics and aug-

investigation. In the wrong hands, this software
＆would have the po-

mented reality, especially in a CoT and big data

which does not exist today

context, may give rise to the opposite, albeit inter-

tential to unlock any iPhone in someone’s phys-

twined, problem of the overload of information.

ical possession.”93)
The ICO concludes by pointing out that, given

The end-result is the same, since the users will

that there will be fifty billion Things by 2020, the

not be properly informed.
Another important data protection principle is

migration from IPv4 to IPv6 will be critical. With

the seventh, whereby one should take appropriate

approximately two to the power of one hundred

technical and organisational measures against the

twenty four addresses (2124), IP addresses will

unlawful processing and the loss of personal data.

identify any Thing in space and time, thus likely

However, in the complex CoT ecosystem, if there

becoming personal data.

is a security flaw it is not always easy to track

While I was at the final stage of the revision of

down to the actual responsible actor.

this paper, the ICO has issued a code of practice

Who owns old models of smartphones and tab-

focused on the need to actively provide privacy

lets is well aware of another problem. Software

notices.94) This code shows a more mature ap-

lifecycles are by far shorter than the hardware

proach to the IoT (to which a section is dedi-

ones

soon

cated) and the awareness of its peculiar character-

unsupported. If security updates are longer pro-

istics, since it is specified that “[o]ften several

vided, there is an increasing security risk, let

data controllers will be involved in processing

alone the fact that old Things stop to function

personal data and they will each have obligations

because of this discrepancy. One solution may be

to provide privacy notices to the user.” The code

making openly available the specifications of the

makes the example of a fitness Thing and points

hardware (OSH, open-source hardware). One can

out that both the manufacturer, the developer of a

infer another solution from the fact that Chrysler

third-party app, the social-networking platform,

had to recal 1.4 million cars for a bug fix in July

and the health insurance company. It is notable

2015. I refer to the OTA, over-the-air updates,

the proposal to supplement the individual privacy

and

software

projects

＆

become

that is the wireless delivery of new software or
data. However, one has to make sure that such
backdoors are used only for security issues, which
does not seem to be the case in the last Microsoft
update. A lesson may be learnt also from the current fight between Apple and th FBI, where the
company has refused the requeste of the federal
agency to force a terrorist’s iPhone. In Tim
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notices by “a collaborative resource that brings all

ership norms; remote contract enforcement; lack

of the privacy information together into an end to

of transparency; complex liability; lock-in to prod-

end resource for the user.” Hopefully, companies

ucts and systems; locked out of alternatives; and

will take advange of the collaborative potential of

security.97)
The Consumer Rights Directive (‘CRD’)98)

CoT.
Privacy and data protection are at the core also

looks rather influenced by the CoT developments.

of the mentioned Blackett Review. The GCSA is

Indeed, digital content supplied in a tangible me-

not particularly enlightening on the poin, since it

dium (in other terms, in Things) is now defined

limit itself to underline the dimension of the

as ‘good’ (art. 2(3)). Moreover, ‘digital content’

phenomenon (twenty-five billion Things v seven

means data which are produced and supplied in

billion three hundred million people) and the great

digital form “irrespective of whether they are ac-

potential for harm to security and privacy (it

cessed through downloading or streaming, from a

reports the baby monitor hacking).95) As a policy

tangible medium or through any other means.”

recommendation, one could not disagree with the

(recital 19, italics mine). One can access the

invitation to keep legislation to the minimum

content of their Thing from all the other Things

required to facilitate uptake.

they own and still they can make use of the
remedies of the CRD.
Under art. 5(1)g)-h) and art. 6(1)r)-s), before

. Consumer Protection and Property

the consumer is bound by a contract or any
corresponding offer, the trader shall provide the

In the ordinary language, data protection and

consumer with the information about functionality

privacy can be viewed as a part of the consumers

and interoperability (for the contracts other than

protection. Technically, however, the former ap-

distance or off-premises ones, this goes with the

plies to the relationship between data subjects and

proviso “if that information is not already

data controller (and, especially with the GDPR,

apparent from the context”.) It may be useful to

with the data processor), whilst the latter applies

point out that the former means “the ways in

to the B2C

relationships.96)

which digital content can be used, for instance for

A recent report has identified many challenges

the tracking of consumer behaviour” (recital 19),

from a consumer law perspective, namely the de-

the latter, in turn, is defined as “the standard

velopment of hybrid products; the erosion of own-

hardware and software environment with which
the digital content is compatible” (ibid). Even
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measures

basis for the right to repair or replacement when

(TPMs) are more a matter of intellectual property

digital content (e.g. online films, games, e-books)

law, it is commendable that the obligations of

is faulty. The services should match up to what

information cover them as well (art. 5(1)g) and

has been agreed, otherwise there is a duty to

6(1)r)), given that not only they exacerbate the

bring the service into line with the contract,

imbalance of power in B2C relationships, but they

unless this is not practical, in which case the

risk to contribute to the fragmentation of CoT,

consumer has the right to be reimbursed.

though,

then,

technical

protection

thus leading to the Internet of Silos.99)

The remedial array of the CRA well accom-

The main critique that I feel obliged to move

odates CoT, since beforehand one could not do

the CRD regards the fact that consumers do not

much in case of faults in the software and service

enjoy the right of withdrawal as set out in art.s 9

components of Things. Moreover, must CoT con-

to 15 as to some contracts. Two of them are par-

tract, although American in the origin, they tend

ticularly relevant in a CoT context. Firstly, the

to make safe consumer protection laws, therefore

‘service contracts’ “after the service has been

inconsistent

fully performed if the performance has begun with

unenforceable.

contractual

sections

should

be

the consumer’s prior express consent, and with the

The weakest link of the CRA illuminates a pe-

acknowledgement that he will lose his right of

culiar relationship between ownership and data

withdrawal once the contract has been fully per-

protection. Indeed, the CRA applies only to sales

formed by the trader” (art. 16(a)). Secondly, and

contracts, contracts for the hire of goods, hire-pur-

maybe most importantly, the contracts for the sup-

chase agreements, and contracts for transfer of

ply of digital content “which is not supplied on a

goods. A sales contract is not generally defined

tangible medium if the performance has begun

by the act, but under the CRD it is “any contract

with the consumer’s prior express consent and his

under which the trader transfers or undertakes to

acknowledgment that he thereby loses his right of

transfer the ownership of goods to the consumer

withdrawal.” Thus, consumers have a right to

and the consumer pays or undertakes to pay the

withdraw from purchases of digital content, such

price thereof, including any contract having as its

as music or video downloads, but only up until

object both goods and services” (art. 2(5), italics

the actual downloading process begins. Users of

mine).

Things know that one is hardly aware of the mo-

However, the CRA applies only if “being sup-

ment when the download begins. This is the

plied, the goods will be owned by the consumer”

weakest link in the chain.

(s.5(2)b)) and ownership is “the general property

The CRD has been implemented in the UK

in goods, not merely a special property.” (s.4(1)).

by Consumer Rights Act 2015 as amended

Now, even when the consumer has property on

(‘CRA’).100)

the hardware (often they are merely tenants), they

It is important, since it is the legal

are
_
_

not

owners

of

software

and

service.

Consequently, one could hardly claim the ex-

=

istence of a general property on the Thing and
therefore the consumer could not seek remedy un89
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CoT does not affect only legal principles, but

der the CRD.

also that vast realm that goes under the name of
eHealth. CoT-health is an unexplored sector of

. (Not So) Final Remarks

eHealth and it promises to create a new era for
healthcare, which will be decentralised, pa-

This paper shows that the technological devel-

tient-centred, and dynamic. The use of health big

opment epitomised by CoT leads to rethink some

data and of the flows generated by the Things can

traditional

liability

be extremely valuable, but legal scholars, health-

(especially for defective products), data protection,

care professionals and computer scientists have to

and consumer protection. This is the consequence

collaborate in order to overcome the Internet of

of the nature of CoT, analysed through the prism

Silos and make of CoT an empowering, inclusive,

of one of its specific characteristics, such as the

and safe ecosystem through increasing awareness

‘repurposing’.

and trust in society. If it true that “the most pro-

concepts

in

matter

of

Repurposing suggests, among other things, that

found technologies are those that disappear”,102)

it is not useful to attempt sectorial taxonomies of

we will have to be very alert.

the IoT/CoT, as a peculiar characteristic of those

As more and more Things will be connected

ecosystems is that a Thing is manufactured and/or

and will produce valuable information, one will

provided for a purpose and then acts or produces

not have to fight for the right to access the

information in an unforeseen way. Consequently,

Internet, but for the right to be disconnected,

ideally regulators should intervene jointly in a

which I do not see on the horizon of this per-

gradual and soft way, like the good practice of

ennial-surveillance world.
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