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The outbreak of COVID-19 has attracted people’s attention to our healthcare system, stimulating the advancement of next-
generation health monitoring technologies. IoT attracts extensive attention in this advancement for its advantage in ubiquitous
communication and sensing. RFID plays a key role in IoT to tackle the challenges in passive communication and identification
and is now emerging as a sensing technology which has the ability to reduce the cost and complexity of data collection. It is
advantageous to introduce RFID sensor technologies in health-related sensing and monitoring, as there are many sensors used
in health monitoring systems with the potential to be integrated with RFID for smart sensing and monitoring. But due to the
unique characteristics of the human body, there are challenges in developing effective RFID sensors for human health
monitoring in terms of communication and sensing. For example, in a typical IoT health monitoring application, the main
challenges are as follows: (1) energy issues, the efficiency of RF front-end energy harvesting and power conversion is measured;
(2) communication issues, the basic technology of RFID sensors shows great heterogeneity in terms of antennas, integrated
circuit functions, sensing elements, and data protocols; and (3) performance stability and sensitivity issues, the RFID sensors
are mainly attached to the object to be measured to carry out identification and parameter sensing. However, in practical
applications, these can also be affected by certain environmental factors. This paper presents the recent advancement in RFID
sensor technologies and the challenges for the IoT healthcare system. The current sensors used in health monitoring are also
reviewed with regard to integrating possibility with RFID and IoT. The future research direction is pointed out for the
emergence of the next-generation healthcare and monitoring system.

1. Introduction

The advent of coronavirus disease in 2019, widely known as
COVID-19, has caused an epidemic sweeping the world
since 2020 [1]. As of 18 April 2022, the cumulative number
of cases worldwide is 508million and the number of deaths
exceeds 6.2 million. The fast spread of this disease is caused
by the extremely contagious nature of the virus and the long
incubation period (1-14 days) of the disease. Cutting down
the transmission route and controlling the infected patients
are the keys to controlling the epidemic. According to cur-
rent evidence, the COVID-19 virus is mainly transmitted

through respiratory droplets and contact routes. Fever is
one of the common symptoms of COVID-19 and can be
screened with temperature measurement. Thus, the main
method of blocking transmission and initial screening is
the quarantine of potential carriers and access control based
on the temperature measurement in public places. Common
temperature measuring devices (infrared thermometers [2],
mercury thermometers [3], etc.) have varying degrees of
“shortcomings™: traditional temperature measuring devices
do not automatically record temperature data and are sus-
ceptible to ambient temperatures, and direct temperature
measurement is prone to cross-contamination and is not
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suitable for carrying around. These problems have become
difficult and painful points for temperature monitoring and
crowd control at high risk of the epidemic. Thanks to the
advancement in technology, traveller tracking methods such
as the health QR code and NHS COVID-19 app have been
used to identify the contact people of carriers who did not
show symptoms yet. These new techniques which have
played an important role in our fight against COVID-19
are all supported by the Internet of Things (IoT) technology.

In recent years, IoT has emerged as a promising technol-
ogy which extends the concept of the Internet and makes it
more pervasive, allowing for seamless interaction between
different types of devices. The roles of IoT include identifica-
tion, information collection, exchange and processing, deci-
sion-making, and security, which are aimed at connecting
“Everything” together and making them smarter. Cloud
computing and artificial intelligence (AI) are two key tech-
nologies to enable smart decision-making in various applica-
tions, but their accuracy and reliability is based on a huge
amount of data from massive sensors, which is only achiev-
able with the introduction of communication technologies,
including but not limited to wireless sensor networks
(WSN), radio frequency identification (RFID), and 5G. IoT
technologies, such as 5G networks [4], radio frequency iden-
tification (RFID), and sensor networks, have important
applications such as telemedicine, remote surgery, tracking
patient activity in healthcare facilities, real-time monitoring
using RFID wearable devices [5, 6], and providing ongoing
treatment information and support for patients.

Being power hungry has been a challenge for many elec-
tronic devices, especially wireless sensor devices, which
require long-term monitoring operation with limited charg-
ing or battery change. RFID is the key enabling technology
for passively providing wireless communication and identifi-
cation for massive devices in IoT. Thus, the introduction and
development of RFID is the key to addressing the challenges
of communication and sensing in a number of areas, includ-
ing healthcare systems. As shown in Figure 1, the RFID-
based communication and identification and RFID-based
sensing system are two main applications of RFID technol-
ogy [7]. RFID was first used in aviation for identifying allied
and enemy planes. Then, it is introduced for authentication
and security in room access, as well as tracing and tracking
of targets in different application scenarios, such as goods
in supply chains, patients in healthcare systems, or domestic
animals in agriculture. From the first decade of the 21st cen-
tury, the potential of sensing capability in RFID has attracted
significant interest from many areas, e.g., supply chains,
industrial production, and healthcare.

Recent advancement in RFID-based sensors has proven
their capability in many applications. The Wireless Identifi-
cation and Sensing Platform (WISP) is developed in [8] as a
generic identification and sensing platform and can be inte-
grated with low-power sensors including light, temperature,
or push buttons. This generic sensing capability has found
their application in many industries as well as healthcare
systems. More advanced research studies are undertaken
for application-specific sensing purposes, e.g., crack, corro-
sion, and stress sensing in industrial sensing relating to
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nondestructive testing (NDT) and structural health moni-
toring (SHM). Conventional research studies in RFID sen-
sors for healthcare systems are limited to generic
environmental parameter sensing, such as temperature and
humidity. Much key information relating to people’s health
status such as blood pressure and glucose levels still requires
traditional testing methods for collection.

To extend the application of RFID sensors in the
healthcare sector, this paper is aimed at providing an in-
depth review and summary of the sensing mechanism for
RFID-based sensors and the systems and the feature extrac-
tion methods. Relevant biomedical sensors are reviewed, and
the potential for integration with RFID and IoT is investi-
gated. This paper has been organised into six sections. Sec-
tion 2 gives the technical background of the RFID sensor-
based IoT health monitoring system. Section 3 details the
recent development of health monitoring sensors and appli-
cation scenarios, while Section 4 briefly reviews the security,
safety, and compliance of RFID technology. Based on these
findings, Section 5 outlines the challenges in RFID sensor
developments and future perspectives for biomedical sensing
and healthcare applications. Finally, a conclusion is drawn in
Section 6 on the findings in RFID sensor-based IoT health
monitoring.

2. RFID Sensor-Based IoT Health
Monitoring System

2.1. IoT Health Monitoring Systems. IoT has emerged since
the beginning of the 21st century and has become the dom-
ination mode of wireless communication between electronic
devices. The successful application of IoT also gives us a
great advantage in the development of modern healthcare
[9, 10]. It can also connect numerous objects (e.g., sensors,
medical treatments, and devices) [11, 12] to the Internet
end, thus allowing users to share personal information,
physiological data, and diagnostic resources. The emergence
of the IoT has made it an important part of human environ-
mental monitoring and medical applications, as shown in
Figure 2, a diagram of a typical IoT health monitoring appli-
cation architecture. The main challenges are shown below:
(1) the efficiency of RF front-end energy harvesting and
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FIGURE 2: RFID sensor-based IoT health monitoring system and applications.

power conversion is measured; (2) the basic technology of
RFID sensors shows great heterogeneity in terms of anten-
nas, integrated circuit functions, sensing elements, and data
protocols; and (3) the RFID sensors are mainly attached to
the object to be measured for identification and parameter
sensing. However, in practical applications, these can also
be affected by certain environmental factors. In the figure,
different sensors can be deployed at different body locations
to monitor physical conditions by applying sensors in wear-
able and implantable devices as carriers, which can be
attached to the subject’s body to gauge parameters such as
EEG [13], glucose [14-20], heartbeat [21], exercise [22,
23], pH [24-26], pressure [27-30], skin perception [31],
breathing [32], and epilepsy [33]. These data can then be
transmitted via the device (RFID or WiFi) to the IoT cloud
infrastructure and made available to the target user.

These digital signals are relayed via a microcontroller to
an RFID device, which transmits these signals wirelessly to a
mobile phone, which transmits the data to a specific destina-
tion via the Internet. The Internet either uses 5G base sta-
tions or is used for transmission purposes. RFID sensors
constantly collect information from the patient’s body and
obtain detailed information about the patient. These wireless
devices allow for rapid screening of temperature anomalies
and detailed reporting of a patient’s physical condition by
telemedicine personnel. In the current novel coronavirus
outbreak, when a temperature abnormality is detected, the
police can make a request for the wearer to go home imme-
diately for isolation. In addition, doctors can receive timely
information when a patient’s condition deteriorates, in
which case they and the hospital can respond to emergency
medical services such as ambulances or provide relatives
with the necessary action to assist them in helping the
patient.

2.2. IoT Technical Background. The key technologies of the
IoT are divided into two main parts, communication and

network technologies and advanced data and security tech-
nologies, which are introduced in detail in the following
sections.

2.2.1. Communication and Network Technologies. Main
communication and network technologies used in IoT
include WSN and RFID. WSN is constructed with massive
sensor nodes which are connected with multihop self-
organising wireless communication networks to achieve
real-time sensing, monitoring, and signal processing from
objectives in a designated coverage area. Wireless communi-
cation is adopted between sensing nodes in WSN, enabling
flexibility in setting up the device locations and ease of con-
necting the device to the Internet for signal exchange and
data transmission. With the rapid development of the IoT
in recent years, wireless sensor network technology is an
important underlying network technology for achieving a
wide range of applications in the IoT and can be used as a
nerve-end network for mobile communication networks
and wired access networks to further extend the coverage
of the network.

RFID uses radio frequency signal space coupling to
achieve information transmission for identification technol-
ogy [34]. The advantages of this technology are that contact-
less information transfer can be achieved, the identification
process does not require human intervention, it can work
in a disadvantaged environment, and it can identify objects
moving at high speed and carry out signal identification in
the field of medical monitoring. Another issue that needs
to be considered in constructed IoT applications is the effec-
tive identification of objects, and the solution currently used
is usually RFID technology. The biggest advantage of RFID
systems is that they reduce human intervention and allow
objects and people to be tracked and identified.

2.2.2. Advanced Data and Security Technologies. With the
rapid development and popularity of ABCDE (artificial



intelligence [35], blockchain [36], cloud computing, big data
[37], and edge computing [35]), smart technology has
become a global choice for rational allocation of medical
resources and improving the efficiency and level of health
services. They focus on clinical testing, personalised medi-
cine, real-time diagnosis and treatment systems, etc. In par-
allel with artificial intelligence, medical device intelligence
will become a major trend in the next 5 to 10 years. In
China, for example, the term “smart healthcare” was intro-
duced in 2009 in line with the new healthcare reform policy,
while the first Internet medical consultation was not for-
mally recognised at the policy level until 2020, driven by
the new coronary pneumonia outbreak (COVID-19). Since
then, the new “fast-forward” button has been pressed for
the implementation of digital healthcare for all.

3. RFID Systems and Sensing

RFID sensor systems consist mainly of a transceiver
connected to an antenna (called a reader) and a group of
transceivers or tags as sensors, with the information stored
in the transceiver or tag. The antenna establishes the com-
munication between the transceiver and the transponder.
There are two different RFID systems based on the presence
or absence of a chip in the tag, namely, chip-based RFID and
chipless RFID. Surface acoustic wave- (SAW-) based RFID is
also chipless but is based on a piezoelectric phenomenon
rather than electromagnetic wave transmission in common
chipless RFID. The following content will introduce these
RFID technologies and their different sensing principles.

3.1. Chip-Based RFID Sensing. There are active and passive
RFID tags based on their powering mode. Active tags are pow-
ered by a built-in battery and work over long distances up to
hundreds of metres. However, it is large and costly and has
limited battery life. Passive tags do not contain batteries and
receive power from the reader. When the reader broadcasts
its signal, the tag antenna captures the signal and converts
the received electromagnetic wave energy into electrical
energy and stores it in an internal capacitor. Once the voltage
of the internal capacitor reaches a preset level, the tag chip is
activated and starts to modulate the backscattered signal with
its ID and the stored data. The tag chip switches its internal
impedance between two states, thus changing the impedance
matching between the tag chip and the antenna. When the
impedance is conjugate-matched, the absorption of the reader
signal is good and there will be a decrease in the backscattered
signal. Vice versa, when the impedance is shift-unmatched,
the backscattered signal is stronger. This provides digitised
data transmission back to the reader [7]. The passive nature
of the RFID tag grants itself several advantages. Due to the
simplicity of the circuit, the tag can be designed in a low profile
and different shapes to fit different applications. Passive oper-
ation also makes the tag have a much longer operating lifetime
compared with battery-powered competitors. However, pas-
sive RFID is fully dependent on the power from the reader sig-
nal and thus has a limited communication distance because of
the power loss in the path. Under this condition, semipassive
tags are developed using a larger integrated capacitor or
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rechargeable battery with energy harvesting systems to enable
a longer operating range and life. The passive RFID technolo-
gies can be further classified based on the operating frequency
of the tags, namely, low-frequency (LF) RFID at 125kHz,
high-frequency (HF) RFID at 13.56 MHz, and ultrahigh-
frequency (UHF) RFID with the band in the range of 860 to
960 MHz. The UHF band may vary depending on the regula-
tion of the county. LF and HF RFIDs are based on magnetic
resonance coupling to transmit the power and data; thus, their
operating range is limited to 15 cm. UHF RFID has a relatively
longer operating range up to 15m as the power-and-data link
is based on electromagnetic coupling, which operates better in
long distances and can achieve directional reading.

For different RFID technologies, there are various
methods to integrate sensing capability into the system.
For active and semipassive tags, the most common method
is integrating digital sensors with the system as its power
supply is sufficient for a digital sensor. However, if the digital
sensor is used in passive tags, the reading distance is limited;
thus, the coverage of each reader is too small for real appli-
cation. Thus, an analogue sensing method is proposed based
on the impedance matching method, as the principle shown
in Figure 3. An analogue sensor providing varying imped-
ance with the targeted parameter change is connected to
the tag antenna, which is shown as the red load Z . It
alters the matching condition of the antenna to the tag chip
when the targeted parameter changes, which provides an
analogue signal mixed with the digital tag response. By
extraction of this signal, the parameter can be characterised
from the reader end.

With the development in semiconductor design, another
digitised analogue sensing method can be achieved with the
self-tuning function of the RFID tag. The performance of
RFID tags is highly dependent on the environmental
conditions, which makes them good sensors but unstable.
When a significant change in the targeted parameter hap-
pens, the RFID tag antenna could get mismatched with the
chip; thus, the tag is unreadable. The idea of self-tuning is
enabling the tag chip to change its impedance to achieve
the best communication link. The impedance change can
also be retrieved in a digital format of the tag status. Thus,
this digital impedance change is the digitised analogue sens-
ing signal and can be used for sensing. The limitation of this
method is the limited digitisation bit, resulting in low sens-
ing resolution.

The analogue sensing method can transmit rich infor-
mation with the signal using a much simpler structure as
the active RFID; thus, there are wide research studies on
retrieving the sensing information using various features
and feature extraction methods.

The radar cross-section (RCS) is a commonly used feature
in the antennas of RFID systems, which is contributed by two
components of scattering, namely, the structural mode and the
antenna mode. The structural mode indicates that the physical
size of the antenna and the direction of emission affect the
scattering effect, whereas the radar cross-section change is
constant when the sensor in the tag is at rest. By comparing
the former, the latter indicates the magnitude of the load
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FIGURE 3: Operating principle of analogue sensors based on passive RFID.

misalignment value within the antenna. Thus, the RCS varies
with the radiated power and also with the load impedance.
In Figure 3, the ID response component can be represented
by equation (1), where o in the equation represents the com-
bined structural and antenna mode backscatter on the RCS.

(1)

where E} is the incident field strength, I:T: is the reflected field
strength, I' is the reflection coefficient between the antenna
and the sensor input impedance, which favours the “antenna
mode” backscatter, and As is a constant, which contributes
to the “structural mode” backscatter.

The RSSI value indicates the size of the received signal
strength and is also an important RFID sensing method.
At present, the industry has applied the RSSI value to judge
the distance of the tag from the reader (roughly). The larger
the RSSI value received, the closer the tag is to the reader.
The smaller the RSSI value, the farther away it is. The RSSI
value can also be used to prevent the reader from misreading
the prochannel. RSSI can be expressed as

2
1.2567 x 10*V_ (1
RSSI = IOGr“OT°< Z|Y or Q[k, n“) mWatt,
n=0

(2)

where G, is the analogue transmission gain from the antenna
end to the ADC input. R is the input resistor, and V_ is the
input chip level. B is the number of bits in the analogue-to-
digital converter. |Y; or Q[k, n]| is the nth sample of the I- or
Q-branch ADC output within a single k.

Antennas can be made of conventional dielectric mate-
rials or coated with functionalised materials in passive sen-
sor tags. Both options directly and indirectly change the
electrical characteristics of the antenna structure and indi-
rectly change the impedance value. In addition, the reader
is based on the RCS radio channel actively acquiring the
parameters of the antenna and then extracting the eigen-
values from the backscattered signal in order to interpret
the defects of the detected thing in question. In particular,

the signal processing requires modulation of the interroga-
tion signal received by the tag antenna in order to separate
the backscattered signal of the tag antenna from the back-
scattered signal of the surrounding structure. This is also
the part of the process that distinguishes between the chip-
based sensor and chipless sensor tags.

3.2. Chipless RFID Sensing. Typically, chipless RFID tags
include a set of resonators that interrogate a broadband sig-
nal rather than a single continuous tone wave. The resona-
tors produce negative peaks at specific frequencies in the
spectrum to encode the data. As it only communicates with
the backscattered signal and does not have an internal power
source, it is categorised in the passive tags in some classifica-
tions. The main disadvantage of this device is its limited
operating range, which can be reduced to a few centimetres.

Figure 4 illustrates the workflow of the chipless RFID
sensor tag, as well as the reception and signal processing sys-
tem, where an ultrawideband interrogation signal is required
for the chipless RFID signal, mainly by analysing the
reflected spectrum signal provided by wearable and implant-
able devices. In the analysis process, the backscattered chip-
less sensor tag [38] needs to be preprocessed; then, the
feature values are extracted, fused, and sent to the feature
similarity metric module to complete the matching and
comparison with the corresponding feature values in the
database to output the identification results.

The three most commonly used chipless RFID sensing
methods are time-domain reflection, spectral signature [39,
40], and amplitude or phase backscatter modulation. The
first is the time-domain reflection, which analyses the signal
reflected back through the time domain, where information
is encoded into the signal based on the feedback characteris-
tics of the tag. By comparing the early and late phases of
time-domain reflection, with the former through the
response induced by changes in the angle of reflection of
the material and the latter through the associated properties
of the material, such as geometry and physical properties,
the response is induced. Schiavoni et al. [41] successfully
monitored skin hydration levels continuously in real time
with an innovative wearable skin hydration sensing system
based on a time-domain reflectometer. Time-domain reflec-
tance is ideal for tag localisation algorithms but requires
high sampling rates and complex algorithms to minimise
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noise. The deficiencies of the delayed line signal between the
time-domain reflection transceiver and the high power of
the early and late signals resulting in susceptibility to noise
are recounted in Figures 5(a) and 5(b), respectively. By com-
paring the two, we can see that the former is less powerful
but less sensitive to noise. How to improve the processing
of the signal by both will be the topic of our in-depth explo-
ration. The second is spectral characterisation, which uses
mainly tags with high Q-factors and selectively attenuated
retransmitted or backscattered tag signals [42], to the extent
that this allows the unique spectrum to be encoded as a spe-
cific signal as the tag’s identification (ID). The two com-
monly used approaches [43, 44] when it comes to circuit
design are conventional circuit-based and RF-coded
particle-based approaches [45]. The former is the most
widely used and popular approach among manufacturers
due to the simplicity of the fabrication process. The structure
of the spectral signature of this tag is presented in
Figures 5(c) and 5(d), respectively, with the former repre-
senting a 1-bit inductive-capacitive resonator but with a
small localised frequency response. The latter waveform plot
shows the resonant minimum produced by this tag. This tag
structure is an offset between the minimum frequency and
the maximum frequency encoded by the zero and peak or
multiple zero and peak offsets. When multiple peaks are
encountered, they are encoded and pattern recognition is
encoded via binary. Finally, amplitude or phase backscatter
chipless sensor tags [46-48] are relatively simple in con-
struction in Figures 5(e) and 5(f) as they have only sensing
and coding resonators and no feed lines or antennas which
reflect a portion of the electromagnetic wave back to the
reader. When the interrogation electromagnetic wave gener-

ated by the reader hits the tag, it interacts with the resonator
to generate an induced current that reflects a portion of the
RF signal back to the reader. In addition, the amount of
backscattered energy depends on the efficiency of the
resonator.

3.3. SAW RFID. SAWs function by converting acoustic
waves in piezoelectric materials into EM signals using a
recessed pattern in a conductive medium [34]. SAW struc-
tures for sensing are based on two different principles: the
first is based on SAW resonators, whose resonant frequency
is influenced by external factors being measured. Single-port
resonators are directly affected by, for example, temperature
and torque, while two-port devices are usually electrically
passed through conventional sensors. The second type is
the delay line structure, where the measured object affects
the velocity vg,y, of the surface wave or the geometric length
of the propagation path L, both of which produce different
round-trip delays Tx = L/vg,y, readout signals. This conver-
sion is influenced by the propagation time through the delay
line and thus allows the information to be encoded. The
amplitude of the SAW response signal can be calculated
using the following equations:

A(f) = Ay 50, 3)

max

QSAW ( 4)

TsaAw = f >
0

where Qg is the quality factor of the loaded resonator and
A, .« is the response signal of the maximum amplitude. In
the literature [49], SAW resonators have the advantage that
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diversity tag with A/PB coding through time slot rotation [41].

they have a lower insertion loss compared to reflective delay
lines. In addition, the high-quality factor (Qg,yy) in the liter-
ature [36] may ensure higher resolution.

3.4. Comparison of Parameters and Features in RFID-Based
Sensing. In different RFID sensor-based IoT health monitor-
ing applications, feature extraction methods are very impor-
tant for reducing the noise and amplifying the sensitivity of
the raw data from the sensors. The latest developments in
terms of sensing principles, sensing variables, characteristics,
and advantages and disadvantages can be summarised in
Table 1. In terms of sensing principles, the table describes
the frequency selective surfaces, scattering behaviour of elec-
tromagnetic waves and measurement of coupling coeffi-
cients, “truncated C”-shaped planar coupled line resonators
(retransmission), fingerprint recognition (RSS), modified
complementary split ring resonators (MCSRR), and retrans-
mission of the third L-shaped multiple resonators. The sec-
ond focus on sensing variables includes the RCS, variables
for octagonal RFID tags, reflection coefficient (S21), power
variables, and log-periodic antennas. Secondly, in terms of
feature extraction, coded data bits, code verification and
bending analysis of the tag, coded bit density and size, RSSI,
range distance and power variation, and relative antennas
are commonly used. Finally, by comparing these six papers,
the main findings of the different sensing variables and fea-
ture value extraction are compared with their advantages
and disadvantages, such as in anechoic chambers, for incom-

patibility with Gen2 conditioning, some researchers improve
the sensing distance, but they need to be related to the con-
ditioning of dedicated receivers. With this section of the
review of RFID sensing principles and feature extraction
methods, a closer look at the application of RFID-based sen-
sors in healthcare systems is to follow.

4. Health Monitoring Sensors and
Application Scenarios

As the product of evolution for as long as four billion years,
the human body is one of the most complicated systems
known to us. To sense and monitor the operating condition
of this system is vital for maintaining the health of people,
which is the main purpose of the healthcare system. This
section will introduce the sensing methods used in
healthcare systems and the state-of-the-art RFID-based sen-
sors in health-related sensing applications, together with the
application scenarios of IoT healthcare systems.

4.1. Health Monitoring Sensors. The first type is electro-
chemical sensing, which is an important part of the flexible
sensing type recently. It converts the physical quantity to
be measured into an induced electric potential (electromag-
netic signal into current); this sensing method is in the mid-
dle waveform of the current or surface acoustic wave
transmission. Sensors based on EM transduction have a
large number of sensing parameters that require further
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TaBLE 1: Comparison of parameters and features in RFID-based sensing.
Refs. Sensing principle \,S;rriljtl,rllegs Feature Pros Cons
Accurately retrieved up to . .
[60] Frequency selective surface (FSS) RCS The enched data 1.8 m with the tag at 0dBm Inside an anechoic
bits power chamber
Scattering behaviour of the Variables of I Accurately retrieved up to
. the octagonal- Code verifications . . .
electromagnetic wave and the - 1.8 m with the tag at 0dBm  Not compatible with Gen2
[61] . shaped RFID  and the bending .
measurement of coupling tag analysis of the tag power regulation
coefficients On-body RCS On-body RCS down to 7 mm
“Truncated C”-shaped planar Reflection . A maximum reduction of
. . The encoded bit . .
[62] coupled line resonator coefficient (S21 . . 86.7% for the area of the VNA is required
. density and size
(retransmission) ) resonator
Power Using the Euclidean distance Th:;;;fﬁfgno;;iiat;trlr\lllty
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delineation. Due to its distinctive chemical and electronic
properties, the flexible sensor is ideal for the realisation of
various kinds of biosensing. Some common types of electro-
chemical sensing include monitoring glucose [14-19] and
pH [24-26]. Carbon nanotubes [50, 51] have been developed
as glucose and pH sensors because of their curved sidewalls
and hydrophobicity that provides strong interactions
through 7-bonds. Another type of electrochemical sensing
is the monitoring of cholesterol [52, 53], which is based on
the principle of a kind of grease on the membrane of animal
cells. These sorts of sensors are fabricated using both
SWCNTs and MWCNTs in combination with lysogels
[54]. SWCNTs and MWCNTs integrated with sol-gels are
used in the fabrication of these types of sensors [54]. These
techniques involve the immobilisation of a separate enzyme
film, such as cholesterol esterase [55] and cholesterol oxidase
[56], on the sensing surface. Biomedical signal sensing and
monitoring is another area that has been developed through
wearable flexible electronics [57, 58]. Chen et al. [59]
described the monitoring of human bioelectrical signals such
as the common EEG, ECG, body temperature, pressure,
sweat, and tissue fluids was achieved.

Pressure [27, 29] and strain [28, 30] sensors are among
the most standardised applications of flexible sensors. To
date, the monitoring of various physiological parameters,
such as medical bandages and gloves, is successfully demon-
strated with various piezoresistive and piezoelectric sensors
[66, 67]. Some pressure sensors [68] form the electrodes by
coalescing two nanoparticles as electronic bandages, allow-

ing operation in different media. Other research on these
pressure sensors is in tactile perception [31] and artificial
intelligence [30]. Smart materials attract intensive interest
due to their great potential. One of the major advantages is
the sensitive environmental parameters that can be mea-
sured under specific conditions and the selection and design
of special smart material sensors under specific conditions.
Magnetic field sensors [69] are a class of sensors developed
using inorganic functional nanofilms and polymer films.
The Hall effect principle was used to form a linear array of
eight sensors to achieve high body sensing. We have also
developed wearable electronic noses using CNTs and sensor
arrays prepared from PEN nanocomposites. Hydrogel sys-
tems and electrophysiological sensors use polymethyl meth-
acrylate (PMMA) layers as the base and are made from spin-
coated and PI heat-cured layers on the top [70]. Electrodes
were formed from Cr and Au bilayers evaporated by the
electron beam. Another investigation for biomedical sensors
is based on alloys in WES for applications such as electrocar-
diography and stress-strain measurements. Flexible organic
electrochemical transistors (OECTs) [71-74] can be used
as sensors used for saliva detection as they convert biochem-
ical signals into electrical signals.

4.2. Intelligence for IoT Healthcare. The authors [75] aim to
extract and give analytical results from the data at the input
side through a deep learning IoT monitoring system, with
different levels of nonlinear variation of the corresponding
neural networks. The framework of this deep learning model
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has four aspects, namely, automatic compilation, convolu-
tional neural networks, recurrent neural networks, and
Boltzmann machine restrictions. This study gives the reader
deep learning in health monitoring systems that do not require
large amounts of training and eigenvalue information. In Ref.
[76], deep learning techniques are used in wearable sensor
devices to automatically extract the corresponding feature
values. Deep learning techniques are mainly classified into
generative, discriminative, and hybrid models. Among these
three models, the reader can find generative and discrimina-
tive models to improve feature extraction. For moving sensor
data, it can save some computation time and identify parame-
ters accurately. But there are also some big research challenges
that lie in the fusion of deep learning and mobile learning for
decision-making in wearable devices due to the mobility of
these data. In the study by [77], it reduced downtime for data
collection, storage, processing, and display in the health IoT,
followed by a more efficient allocation of resources. This facil-
itates the merging of key hospital metrics to the extent that the
patient’s physical condition is more easily understood. In [78],
the main focus is on medical data fusion through computers,
mathematical techniques, and medical data. The most impor-
tant aspect of data fusion is the designation of the IoT environ-
ment (the environment in which the objects are propagated
and tracked) with the aim of improving the quality of the data
and the accuracy of the decisions. Unfortunately, however,
some data fusion is associated with ambiguity and irrelevance
of the data, which ends up with results that do not match
reality.

4.3. Application Scenarios. The use of RFID technology in
healthcare applications is not without its requirements for
frequency and reliance on different devices. Several fre-
quency bands in which radio frequency identification oper-
ates have been studied [33]. Many RFID antennas have
been investigated for wearable and implantable scenario
applications in the body area operating in these health
bands. In particular, wearable chipless sensors have several
applications including the low-frequency band [40, 79], the
UHF band [80-82], and the 26.5-40 GHz band [83].

The current research topic is on the application of elec-
tromagnetic and biomedical sensing modalities in combina-
tion with RFID sensing on human skin. In Table 2, the main
contributions of their team are summarised in terms of sens-
ing modalities, eigenvalue extraction, sensing materials, etc.
In terms of sensor types and methods, the main types are
textile humidity sensors, epidermal sensors, biointegrated
RFID sensors, conformal space-filling curve sensors, and
novel biosensors. By combining these types of sensors, dif-
ferent sensing methods can be used, such as humidity sens-
ing, biomedical sensing, skin temperature sensing, and
electromagnetic sensing. We found that not only RSSI and
power variation but also sensor code (SC), potential process-
ing, calibrated thermocouples, broadside realisation gain,
and spatial sensitivity were achieved by comparing feature
extraction with conventional RFID sensing. Typically, these
antennas are copolar, and then the choice of material is often
different, as the material is highly responsive to sensitivity.

Implantable chipless tags are more ambitious from a
technical and specification point of view. Although there
have been a couple of implantable RFIDs introduced in the
literature [84-86], reporting on chipless equipment has so
far been fairly sparse. While the benefits of this technology
in terms of eliminating transcutaneous wires and batteries
are obvious, the complexity of the wireless operating system
and the interference of various parameters lead to other
shortcomings that increase the total size of the embeddable
device [87].

The first limitation is that the antenna size depends on
the operating frequency so that higher frequencies work very
well. Unfortunately, this is a phenomenon in biotissues,
where RF damage is lower at lower working frequencies.
This necessitates a balance between the frequency of the
antenna designed for a particular implant and its function.
However, it is clear that with today’s research techniques,
remote detection is not possible and readings from internal
devices are limited to a few centimetres. A final limitation
relates to the amount of microwavable energy required to
monitor the signal. The wide range of microwave readings
requires much more power, not least in a medium as lossy
as the human body, which means that the body parts around
the implant are going to inevitably heat up. This is not only
dangerous for the body’s own mechanisms, but it may also
alter the body’s sensory nerves. RFID sensing in body
domain networks is a very important application in wearable
devices and human implants. This section summarises some
of the recent research directions and sensing methods used
by researchers in these two large applications.

4.3.1. Wearable RFID Device. This section details some of
the wearable applications for the body area, and Table 3 pre-
sents some of the literature research on the most advanced
wearables.

As can be seen from this table, the tag types are divided
into passive and chipless, and in the sensing principle sec-
tion, multiple resonators, intelligent material sensing, fre-
quency selective surfaces, and electromagnetic sensing are
used. The sensing variables are also the RCS, resonant fre-
quency, distance variable, and pH variable. In the feature
extraction section, the main features are S-parameters and
polarisation and symmetry are considered primarily. In the
literature [95], a 2-bit implementation is introduced, with
the integration of multiple resonators. Corchia et al. [96]
avoided the use of electronic chips by using appropriate cod-
ing techniques. Dang et al. [97] introduced the modularity of
the sensor and the textile antenna by means of a convenient
snap-on connection method for the calculated RFID mod-
ule, as well as this literature [98], where we have the range
in which the device is able to detect ambient relative humid-
ity values (65%-95%). Khan et al. [60] were able to accu-
rately retrieve 4-bit data code words at 0dBm at varying
distances up to 1.8 m. In addition, in Singh et al’s study
[99], dipole and loop antennas were combined into a
quasi-Yagi structure that could be placed on the back of
the hand. The biggest drawback is the adjustment of the ded-
icated receiver; the number of bits is limited by the number
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of resonators (limited by size) and finally the difficulty of
choosing the inherent properties of the material.

The biggest disadvantages are the tuning of the dedicated
receiver, the number of bits limited by that of oscillators
(limited by size), and finally the difficulty of selecting the
inherent properties of the material.

4.3.2. Implant RFID Device. Embedded biomedical equip-
ment is without doubt one of the most sought-after fields

of application for RFID, as its inherent wireless power and
data communication capabilities offer great potential in this
area (see Table 4). This section focuses on antennas for
implantable devices, divided into five sections: planar, wire,
conformal, spiral, slot, and planar inverted F antennas
(PIFA). The literature is mainly studied through magnetic
and electric field sensing, followed by biomedical sensing,
smart material sensing, split ring resonators (SRR), and pin
ring resonators (PLAR), as well as the finite element method
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(FEM) and finite difference time domain (FDTD). In terms
of feature extraction, it is essentially by S-parameters, except
for power variations. The table compares the strengths and
weaknesses of each in terms of high and low efficiencies
and experimental conditions.

4.4. Healthcare-Related RFID Technology for Patient Care. In
the past, healthcare-related RFID technology was imple-
mented through passive tags, which were worn on the
patient’s wrist, where the tag detailed the patient’s name,
year, blood type, and information about the treatment given
[100]. The security of this information is enhanced by an
intelligent identification system. Patients in neurological
hospitals, who are often difficult and do not actively cooper-
ate, need to be combined with camera systems, in which case

the nurses can access the information via wall receivers and
sensors [101].

In some specific cases, hospitals will be designed with
active tags for monitoring the patient’s body temperature,
which can reduce costs. In [102], a combination of
electromagnetic-based near-field coherent sensing and RFID
is proposed for monitoring vital signs, mainly by generating
a backscattered signal from within the body and from the
remote movement of the device. Its amplitude and phase
are measured to analyse contact with the skin, body move-
ment, and patient comfort. As the system relies on the reflec-
tion and projection of light, this improves the accuracy of
monitoring heart and respiratory rates. It is also used for
sleep monitoring as a polysomnogram. The tag, which is
embedded inside the patient’s clothing and placed in the
heart position, is the main indicator for assessing the heart
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rate, respiratory rate, and upper body movement. However,
hospitals currently provide remote monitoring conditions
for doctors and nurses, and the data collected relies heavily
on manual collection, which would take a significant amount
of time to deploy in a clinical environment, and the lack of
timely feedback leads to some misjudgements. Therefore,
based on the current combination of IoT and RFID for
remote monitoring, it is more valuable for the patient’s
activities and vital signs under real clinical conditions.

5. Safety, Security, and Compliance

The application of technology should consider safety, secu-
rity, and compliance with rules and policies, especially in
healthcare applications. This section will introduce the safety
and security considerations in RFID sensing technology and
related policy compliance.

5.1. Safety. Similar to mobile phones, the 5G base stations
containing electromagnetic fields for transmitting and receiv-
ing devices and the wearable and implantable RFID devices
are subject to international and national safety guidelines for
specific absorption rates (SAR) between the electromagnetic
radiation and the human body [103-105]. Assessing SAR
levels and related parameters for RFID devices in human body
areas is therefore an important part of the process. For exam-
ple, when monitoring intracranial pressures at 868 and
915MHz [106], elevated intracranial pressures are usually
the result of cerebral oedema, cerebrospinal fluid disturbances,
head injuries, or limited intracranial mass lesions. Figure 5
shows the regional SAR response induced by a subscale ana-
tomical model of an implanted RFID antenna. To assess the
potential risk of exposure to RFID antenna radiation, the
authors of [106] investigated the impact of exposure to RFID
at 915 MHz on the metabolic system’s secretory function.

In this study, reverberation chambers were used for
whole-body exposure for eight hours per day, five days per
week, for sixteen weeks. There were no significant effects
on the productive function of the pituitary gland. The effect
of the antenna operating frequency on SAR was discussed in
[106]. The results showed that for 402, 433, 868, and
915MHz, the SAR decreased and the field distribution
expanded with increasing frequency for implanted antennas
with the same physical dimensions (but different effective
dimensions).

Another issue that arose from the introduction of RFID
to the healthcare system is the electromagnetic interference
(EMI) caused by the reader and tag signals, which could lead
to the disruption of medical devices, including pacemakers
and dialysis machines, potentially endangering the patients
who depend on those devices [118]. van der Togt evaluated
2 RFID systems (active LF and passive UHF) with 41 differ-
ent medical devices and reported 34 EMI incidents among
123 total tests, while 22 were classified as hazardous. Thus,
it is important to consider EMI effects in the process of sen-
sor design and system integration for healthcare.

5.2. Security. User health information must be kept highly
confidential in the healthcare sector to avoid data breaches.
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Any breach of patient health information could lead to a loss
of integrity and result in legal and loyalty issues; thus, the
deployment of RFID applications must comply with the
legal right to privacy. Mutual authentication is a basic
requirement to ensure secure communication between the
RFID tags, the readers, and the server.

The main categories for RFID authentication include
nonpublic key cryptosystem- (NPKC-) based schemes and
public key cryptosystem- (PKC-) based schemes. NPKC-
based schemes are easy to implement due to the simple
operation used and have better performance, such as non-
public cyclic redundancy code (NPCRC) checksum-based
schemes, simple bitwise operation-based schemes, one-way
hash function-based schemes, and symmetric encryption
algorithm-based schemes. It is demonstrated that secure
communication in RFID systems requires PKC-based
authentication schemes to ensure that security attributes
are implemented. A work in [119] shows that the elliptic
curve cryptography (ECC) system is more suitable for the
RFID system because it can achieve a similar security level
as PKC-based schemes but has a shorter key size.

5.3. Compliance. Safety limits for exposure to electrical and
magnetic time-varying effects are based on the established
health effects of electromagnetic fields (EMFs) (see the Inter-
national Commission on Protection against Ionising Radia-
tion and different ethnic considerations). Exposure to
EMFs affects internal body currents and energy absorption
by tissues. The prevention of adverse health effects requires
that the electrical and magnetic effects do not exceed the
basic limits proposed.

The basic limits of exposure to EMFs set by the guide-
lines and laws and regulations [120] define two types of
groups of the occupational open-air groups consisting of
adults, who usually have considerable experience in known
conditions, are aware of the potential risks, and take appro-
priate precautions. The other group is the general public,
which includes individuals of different ages and different
health conditions and perhaps also groups or individuals
who are particularly susceptible to diseases, such as children,
women, and people with chronic illnesses, and therefore, it is
recommended that the general public have more stringent
exposure limits than the occupationally exposed group,
which are taken into account in this discussion. The basic
limits based on the physical quantities of the frequency
domain used to specify exposure in the EMF are as follows:

(i) Current density (J) for the frequency range 1Hz-
10 MHz

(ii) Energy absorption rate (SAR) for the specified fre-
quency range 100 kHz-10 GHz

(iii) Power density (S) for the frequency range 10-
300 GHz

6. Challenges and Future Trends in Perspective

Summarising the review of the state-of-the-art RFID sensing
technologies above, the challenges for developing the next-
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generation RFID sensing systems for IoT-based health mon-
itoring systems can be identified in the following fields. The
future trends for mitigating these challenges are discussed at
the end of this section.

6.1. Sensitivity. The sensitivity of tags as sensors in RFID is
mainly dependent on the ability to resolve the received RF
signal and the matching of the frequency. The sensitivity
and linearity of sensors are the most important performance
characteristics of sensors, especially for implanted microsen-
sors. The sensitivity and linearity of microsensors with small
ranges have been a major factor hindering the development
of microsensors. While the issue of sensitivity has been a key
metric for researchers to consider, the current mainstream
research direction is to improve sensitivity by means of
smart materials; e.g., novel sensing methods have been
adopted, using materials and manufacturing techniques
(body-conforming electrodes, conductive screen printing of
sensors and antennas), as well as embroidered wires in tex-
tiles or flexible/stretchable electronics [97, 108].

6.2. Stability. RFID signals with body area network (BAN)
sensing information are backscattered or retransmitted way
into the WSN channel, and the associated sensors in the
BAN, which combines sensing and communication in the
system, need to address the RF channel to mitigate path loss
and multipath effects [121]. Although there is some relevant
research on the simulation of RFID sensors in healthcare,
there is currently no relevant literature to support whether
and under what conditions the variability of the measured
signal associated with the sensing activity can be distin-
guished from the measurement instability [93]. Power mea-
surements [63, 65] are also very important in the extraction
of eigenvalues as an indication of the sensing capability
through tag antenna impedance mismatch and high effi-
ciency as a cost. To some extent, the modulation character-
istics of the propagation channel and tags, which are
frequency and power dependent, are of great relevance to
the phase measurements. Furthermore, in the sensing path
of the forward and backward scattering signals, it is subject
to the variability of the environment in which it is located
to be very severe, and therefore, when tags in different envi-
ronments are used in healthcare applications, they are
affected by environmental parameters that bring instability
to the sensing variables, measurements, and feature extrac-
tion. Finally, there is insufficient literature to support the
challenge of what instabilities are introduced to sensing
parameter measurements when applied in healthcare from
the convergence of other related complex sensing modalities
and RFID sensing, such as electromagnetic sensing, medical
sensing, SAW sensing, and smart material sensing.

6.3. Communication. In the second part of the review of the
RFID sensing section, the line-of-sight data transmission
route between the tag and the reader changes as the trans-
ceiver power of the two sections changes. This is referred
to as small-scale fading due to interference from object
waves during propagation. In addition, during the commu-
nication process, the data transmission on the upstream
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and downstream links is asymmetrical; often, the data on
the downstream link (tag) is much worse. In the upstream
and downstream communication process, mainly through
the unidirectional and bidirectional transmission, for unidi-
rectional communication, small-scale fading is serious. For
bidirectional communication, which mainly comes from
the superposition of scattered components near the tag, the
main observation is even the product of independent
small-scale fading effects [7]. How to improve this part of
the link range is a great challenge, and the existing literature
draws attention to the problem of communicating informa-
tion transmission in WBNs. In analysing the communica-
tion process, the focus needs to be on accurate link budget
equations, as well as modulation factors, path blocking
losses, polarisation mismatch losses, impedance mismatch
losses, and small-scale fading losses.

6.4. Energy. Tags as sensors are made of special materials
and therefore require a different amount of energy. Existing
RFID system tags are mainly passive tags, which are required
to be placed within the range of the reader; otherwise, the
relevant data would not be sensed. The relevant devices on
passive tags are powered by the RF energy on the transmitter
side, which transmits the communication by backscattering
the incoming signal; however, the communication sensing
capability is subject to the power requirements on the trans-
mitter side. When the logic of the components in the sensor
is functioning properly, this energy comes from the RF
energy at the receiving end only. Currently, most of the
power-affected sensing for implantable devices stays at the
simulation stage, especially [108]; when the sensor is
implanted in the WBN, the RF signal is attenuated by the
surrounding environment, and it is difficult to run both
power supply and implantable depth information communi-
cation at the tag end; therefore, the energy for the communi-
cation range of passive tags is limited.

6.5. Signal and Data Processing. Due to the user identifica-
tion and low cost of RFID tags, RFID systems are very
widely used in healthcare to monitor human vital signs.
The tags are read continuously to capture the instantaneous
state of the signal and the sequence of signal characteristics.
However, the reader can only read at a limited rate from the
collected information and very subtle motion-induced vital
signatures cannot be extracted in time. Furthermore, due
to the limited signal processing power, the extracted physio-
logical features cannot be accurately recorded to match the
user’s physical signs (e.g., heart rate and respiration). How-
ever, there are currently some scholars who perform match-
ing authentication of vital features through mechanical
learning [122] and voice [123] methods.

Another major challenge is the acquired medical data
which is haphazard. At the most basic level, despite efforts
to standardise medical terminology, diagnostic coding, etc.,
there is a great deal of variation in how individual providers
describe, conceptualise, and articulate their observations of
patients. Often, the exploration, discovery, and analysis of
all data are only as valid and valuable as the clarity and valid-
ity of the underlying dataset. These issues relate only to the



14

volume and speed of the data collected, which must be inter-
preted. In the related literature, artificial intelligence and
machine learning [124] can now provide statistical tools to
identify measurements to fill in data gaps and synthetically
construct “controls” for comparison with real-world experi-
ence. These tools provide a way forward to compare obser-
vations from a given intervention with expected outcomes
in the absence of an intervention so that we can model test-
ing paradigms that allow for assumptions about certainty
and causality.

6.6. Future Trends in RFID-Based IoT Health Monitoring.
There are a few research directions towards a smart health
monitoring system for healthcare applications. This section
introduces the research trends in RFID-based IoT health
monitoring systems.

6.6.1. New Material. The material used in sensors determines
the base sensitivity of the system. Emerging materials, such
as graphene, nanomaterial, and metamaterial, have attracted
attention in various sensing applications. Nanomaterial sen-
sors achieve high sensitivity to temperature, electrophysio-
logical parameters, strain, and electrochemical parameters
[125] and bring benefits for tracking key health indicators
and environmental parameters. Graphene has been investi-
gated for highly sensitive pressure sensors [126] as well as
smart tactile sensors and e-skins. A graphene oxide-based
printed RFID antenna is investigated for humidity sensing
in [127], achieving a battery-free humidity sensor.
Emerging materials not only boost the sensitivity of sen-
sors but can also be used to enhance the performance of
RFID systems. A UHF RFID tag antenna made with highly
flexible graphene assembly film (GAF) is presented in
[128], showing equivalent performance to commercial tags
with high mechanical stability. The metamaterial is used in
[129] for a broadband low-profile reconfigurable antenna.

6.6.2. Passive Biomedical Sensor Development Based on
RFID. The development trend of RFID-based biomedical
sensors is mainly in the three areas: the development of reli-
ability, passive tags, and multisensor information fusion. In
the development of reliability, the RFID technology biomed-
ical field is still in the early stages, and its reliability is depen-
dent on the anti-interference ability of electronic equipment,
and the next work, wherein the use of traditional sensors is
generally nonelectricity for power conversion, cannot be
separated from the power supply, so we have the use of pas-
sive tags in biomedical applications, but also the future of
large-scale use is an important direction; the last direction
on the multisensor information fusion refers to the data
from multiple tags for multilevel and multifaceted process-
ing so as to produce new meaningful information; however,
this information is not available to any single tag.

6.6.3. Data Analytics. The introduction of data science tech-
nologies to data analytics will be one of the major advance-
ments in IoT healthcare. Studies have shown the
advantages of Al and ML in the aspect of intelligence in
monitoring and decision-making. Further studies will focus
on the wider application scenarios such as the diagnosis,
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prevention, and prognosis of disease, modelling disease pro-
gression, analysis of the genetic and environmental influence
on phenotypes, identification of the target in drug develop-
ment, improvement of the health process, and disease phe-
notyping [130].

7. Conclusion

This paper further reviews the state-of-the-art RFID sensor
technology in IoT health monitoring, focusing on sensor
design, communication, and sensing capabilities in different
environments and artificial intelligence for RFID-based IoT
healthcare. Although sensor technology is used in body area
networks, it also poses challenges and issues such as commu-
nication in the human environment, sensing capabilities,
accuracy and reliability, security, and compliance. It is hoped
that this comprehensive review and discussion of the appli-
cation of different frequency, wearable, and implantable
RFID devices in different recent scenarios will lead to more
innovative research and interesting applications.
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